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How has Portland redefined smart cities?

e Smart City PDX was created in 2017 in the Bureau
and Planning and Sustainability to use data and
technology to improve people’s lives, particularly
in underserved communities.

e Partners with the Office of Equity and Human
Rights and Portland communities to proactively
prepare for emergent technology to promote
community-driven goals and values.

e Build a policy/process foundation for better use of
data and technology, improved decision-making
and evaluation, and the modernization of City
services.

Smart City PDX & Office of Equity and Human Rights
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Promotes responsible technology and information that works for all and the modernization of City digital services, in partnership with BTS.
Build a policy/process foundation for better use of data and technology, improved decision-making, and application of City and community value:
Currently no clear or consistent method to apply City/community values to tech/data decisions
Learning from the failure of Innovation and Data offices elsewhere (lack of foundation, lack of community participation, lack of trust, lack of focus, etc.)
Ultimately leads to better understanding, better choices
Started with FRT and surveillance policy because they carry the most risk, but the need is broader
“know” vs. “no” (being transparent about the value proposition/impacts)
Why BPS?
Capitalize on and partner with community-driven approaches to planning for the physical city as we plan for the digital one
Need to think long term, consider longer term impacts
These are not internal conversations; BPS has a history of coordinating across bureaus, agencies, non-profits and community
We have the technical resources to support this work, independent of BTS/OMF
How does this support Council priorities (Community Safety, Houselessness, Livability, Shared Economic Recovery)?
Better access to and use of data is critical to understanding our problems, designing solutions, and evaluating the effectiveness of our efforts


The work so far

e Open Data and Data Governance (2017)

o  Developa program forincreasing publication, open access, and widespread sharing of data.
o  Ordinance and Exhibit A as single link

e Smart City PDX Priorities Framework (2018)
o  Recognize technology advancement benefits are not accessible by all due to existing disparities and inequities driven by
racism and other systems of discrimination. Data collection and technology can also create new harms.
o  Resolution and Exhibit A

e Privacy and Information Protection Principles (2019)
o  Seven principles to guide all City staff to protect privacy when managing data. Direction to work with Office of Equity and
Human Rights to create more robust privacy policies.
o  Resolution and Exhibits

e Face Recognition Bans (2020)
o  Banthe use of face recognition by the City and private entities in places of public accommodation. Developed using
participatory practices with communities and led with protection of Black, Indigenous, and people of color communities.

o  Ordinance to prohibit City acquisition and use
o  Qrdinance to prohibit use by private entities in places of public accommodation

Smart City PDX & Office of Equity and Human Rights 3
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https://www.portlandoregon.gov/cbo/article/636448
https://www.dropbox.com/s/z57ozgkl9mv8isg/City%20Auditor%20-%20City%20Recorder%20-%20Council%20Resolutions%20-%2037371%20Establish%20a%20Priorities%20Framework.PDF?dl=0
https://www.dropbox.com/s/7n08xf1c0n638la/scpdx_priorities_framework_resolution_exhibit_a_FINAL_AMENDED.pdf?dl=0
https://static1.squarespace.com/static/5967c18bff7c50a0244ff42c/t/5f05407c72537227a9dfa1aa/1594179710478/Council+Resolutions+-+37437+Establish+Privacy+and+Information+Protection+Principles.PDF
https://static1.squarespace.com/static/5967c18bff7c50a0244ff42c/t/5f0540a4e52cfa1d1d6f17ea/1594179756024/37437E%7E1.PDF
https://efiles.portlandoregon.gov/Record/13945278/
https://efiles.portlandoregon.gov/Record/13945283/

Privacy principles (2019) and Portland values
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What are surveillance technologies?

Surveillance technologies
monitor and track behavior,
activities, or information from
a specific individual or group
for the purpose of gathering
information, influencing,
managing or providing
direction.”

Smart City PDX & Office of Equity and Human Rights
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Examples of Surveillance Technologies:
Automated License Plate Readers
Body worn cameras
CCTV
Cell-Site Simulators/IMSI Catchers
Connected Transportation
De-Identification of Public Data
Digital Signs
Drones
Gunshot Detectors
Red light cameras
Facial Recognition
Location Services
Public Broadband
RFID/bluetooth
Smart Cards/Payment
Smart Grid/Smart meters
Social Networks Monitoring
Environmental Sensors
Satellite imagery 



Developing the policy

of surveillance technologies and it will

consider existing policies, procedures, and ——
ongoing work applicable to surveillance Sal STAGE 1 [ STAGE 2 gl STAGE 3 [aa STAGE 4 4

This initial policy is focus only on City use m

o Fall 2021/Winter 2022 Winter 2022 Winter/Spring 2022 Summer 2022 -
technologies.
Community 1/11/2022 Comprehensive Policy
Bureaus involved: Engagement City Council Surveillance Policy Implementation
Work Session
[ ] Sma rt C|ty PDX (BPS) Community information, Ground policy and Community Governance, training,
listening, and harm Council literacy. co-development and communications.
i | i reduction, digital literacy,
e  Office of Equity and Human Rights reduction, digital I
: ) : priorities for a surveillance
¢ City Attorney’s Office ;x;licy, a:g_er;\/ilsig: the Who should participate?
e BTS-Information Security s eraena Who has been missing?

Community engagement plan:

June 21, 2021 - Community kickoff event
October 9, 2021 - Surveillance and Digjtal
Rights panel

December 13, 2021 - Codesign event on
Surveillance Technologies & Information

L y/ 2 ! ( / ek : :
Smart City PDX & Office of Equity and Human Rights
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Transparency and safety


About this work session

This work session will inform City
Council about surveillance technologies
and data collection, how communities
are impacted by them, and how cities
are implementing local policies and

strategies to use technologies Ginger Armbruster Brian M. Hofer
. Chief Privacy Officer Chair Commissioner
responsl b ly - City of Seattle - Oakland Privacy
Advisory
Commissioners will have the Commission

opportunity to discuss these topics and Invited community members connected with privacy
provide guidance to the Smart City PDX  RELEEOUIEQISED LTI -E D2 L BRI LU

and Office of Equity team for the City’s

surveillance technologies policy.

Smart City PDX & Office of Equity and Human Rights



Ginger Armbruster
Chief Privacy Officer - City of Seattle
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Privacy Office

Increasing transparency and accountability about
data collection and use

@ City of Seattle



Division Overview

Program Function
Privacy Program

[ ] Making City data openly available to the public for the purpose of increasing the quality of

The Privacy Program provides structure & guidance essential for City departments to

incorporate appropriate privacy practices into daily operations, and to build public trust in
how we collect and manage the public's personal information.

life for our residents; increasing transparency, accountability and comparability; promoting
economic development and research; and improving internal performance management.

CPRA Program/ " The Citywide Public Records Act Program ensures compliance with the state Public Records
Act. Responsibilities include leading the development and implementation of consistent
operational policies and procedures.

Data Governance
Program

1/28/2022 Information Technology @ City of Seattle
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Privacy Program Desired Outcomes

Mission: Build public trust about the use and management of the
public’s personal information

* Increase transparency

* Create internal data governance

* Ensure legal compliance

* Increase third-party data accountability

* Comply with Surveillance Ordinance

1/28/2022 Information Technology @@ City of Seattle
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We value your privacy
We collect and keep only what we need
We inform you about how we use your information
We inform you about how we share your information
We are accountable for data security
We understand that accuracy is important


2021 Privacy Program by the Numbers
\

Privacy Reviews: 4000+ since 9/2017
Operations | Data Champion Network: 63 champions, 12 meetings/year

Ask Privacy: 150+ responses to public questions

SIR Completion: 23/27 Master List technologies, 10 public events

Surveillance |Reports: 13 Quarterly Determination, 2 Annual - CTO Equity and
SIR Status

Annual Privacy Training: 12K+ employees, 90% completion in 2021
Guidance: 5 Playbooks, 35+ Risk Analyses, 20+ PlAs

Advocacy: 20 conference engagements, 16+ municipal consultations

Special

Projects

*All numbers for 2019 as of 9/2019

1/28/2022 Information Technology @@ City of Seattle



OneTrust: Privacy Review Solution
nnn

ASSESSMENT ) N
AUTOMATION < o ® seek Thermal Reveal Shield Pro (_ Closed )  Approved 20 B3 @5 m™

Dashboard Privacy Assessment

Assessments

Risk Register

. \ § Seattle
IL

Information Technol
Reports n or a lon ec no Ogy
Intake
Setup
Templates Privacy Assessment ? Welcome to the City of Seattle Privacy Assessment
Assessment Results
Integrations
Estimated Review Times
(e T e + Purchase Intake Requests (PIRs): 3 business days
) « Contracts or Professional Services: 5 business days
Automation Rules + Open Datasets: 3 business days
Surveillance Assessment > * Surveys (including Adobe Sign): 5 business days
& Settings + IT Portfolio Projects: Review time will vary based on requirements or stage of project
Submit >
How Should You Complete this Assessment?
Riizasyiaticelieview y - Answer all questions presented to the best of your ability.

+ Avoid using acronyms, slang, or other terms which may not be well-known to external audiences.
+ IMPORTANT: Submit the assessment when you reach the “Submit” section.

View Approvers eopen Assessmen!

Information Technology @@ City of Seattle




Consistent Documentation
O Cpyorseade  Pwwewe 0 a0

AN Assessments Export
AUTOMATION

@ Dashboard Review Filter > N -
[B Assessments Date Created | 1D Name Stage Result Organization Requester Reviewer
W Risk Register 06/17/2021 03:39 PM 3410  Caleb Rush_Privacy Assessment_06/17/2021 In Progress - City of Seattle Caleb Rush o

Ll Reports 04/09/2021 01:39 PM 3217  SPU Wireless App: Youtube In Progress .- Privacy Nathan Merrells Nathan Merrells

& Setup

04/06/2021 04:13 PM 3173 SPU Wireless App: Confined Spaces 101 In Progress .- Privacy Nathan Merrells Nathan Merrells
Templates 03/19/2021 08:05 AM 3140  Certificate Life Cycle Management CIPTIP In Progress .- Privacy Trayce Hooper Nathan Merrells
Assessment Results 03/01/2021 10:20 AM 3107  DataSplice and Maximo Mobile Apps for Wor... In Progress .- Privacy Linda Thompson Nathan Merrells
Integrations 02/24/2021 09:46 AM 3101 Bluebeam Revu In Progress - Privacy Greg Yee Nathan Merrells
Email Templates 02/23/202109:12AM 3096  CITP#140 Intrado Location Manager Agent U... In Progress - Privacy John Jacobson, Jade Redfield  Nathan Merrells
Automation Rules 02/19/202101:42PM 3091  OfferUp: Mobile App for Phone Installation In Progress - Privacy Jason.Pecore@seattle.gov  Nathan Merrells
£ Settings 12/18/2020 03:16 PM 2996 Hub by Falcon.io In Progress Privacy Amy Clancy Nathan Merrells
11/13/2020 10:30 AM 2957  Clean City lllegal Dumping Cameras In Progress .- Privacy Nathan Merrells Nathan Merrells

10/23/2020 04:10 PM 2921 Unified Communications Program (140) - Cu... In Progress ---- Privacy Darrus Myles, Jade Redfield  Nathan Merrells
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09/16/2020 01:06 PM 2819  Publiclnput.com In Progress City of Seattle Karen O'Connor
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Program Insights

Dashboards . Last Sync: 01/10/2022 11:52 AM
Dashboards » Assessment Automation Default - V2

Open Assessments [i] Assessments by Stage (i} Open assessments by Template (1]

Not Starte... | 17 Security Risk Assessment of IT Proj...

1 04 ?a Vulnerability Scan Request Form
E Under Revi... . 70 H] Privacy Assessment
i -1
5 L:._ Information Assurance Intake Form
£ £
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2
£ Vendor Onboarding Checklist £
Closed 2259 : "
ose Contracts Privacy and Surveillance ...
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o Brian Eden 2 60
1 < AndrewWhi... m 2
i _Ma_rk Vic_ke... H: 40
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Privacy Program Resources

* 4 FTE: S690K

* OneTrust Software: S60K

* Surveillance: 4000+ hours annually

* Retroactive reviews: 4 years, 23/27 completed

e Audits: Annual requirement (OIG, Auditor’s Office)
* New technologies: On hold

1/28/2022 Information Technology @@ City of Seattle




Questions?

Smart City PDX & Office of Equity and Human Rights



Brian Hofer
Chair of the City of Oakland’s
Privacy Advisory Commission

Smart City PDX & Office of Equity and Human Rights
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2021

OAKLAND’S PRIVACY ADVISORY
COMMISSION

History, and Process

Brian Hofer
Executive Director, Secure Justice
Chair, City of Oakland’s Privacy Advisory Commission



The Opportunity

Oakland contemplated building-out a multi-faceted surveillance apparatus

 |n 2013, Oakland was given
the opportunity to expand
its Port’s Domain
Awareness Center

e DHS would foot the
$10.9M bill to build out a
city-wide surveillance
apparatus to fight
terrorism and improve
security

e City council voted to
proceed
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Community Response

Community backlash was swift and certain

Prompted Oakland residents to
organize, protest, and to publically
assert a three-part right to privacy:

1. Secrecy - our ability to keep our opinions
known only to those we intend to receive
them. Without secrecy, people may not
discuss affairs with whom they choose,
excluding those with whom they do not wish
to converse;

2. Anonymity - Secrecy about who is sending
and receiving an opinion or message; and

3. Autonomy - Ability to make our own life
decisions free from any force that has
violated our secrecy or anonymity.

GETTY IMAGES




Oakland’s Reaction?

Resolution No.85638

The City Council listened to residents C.M.S. on June 2, 2015

* Voted to restrict DAC to a Port-focused operation, removing citywide traffic cameras and ShotSpotter maps
from the system;

* Established an ad hoc Privacy Advisory Committee to develop a DAC Privacy and Data Retention Policy; and

* Created a permanent Privacy Advisory Commission to provide advice to the City of Oakland on best
practices to protect Oaklanders' privacy rights in connection with the City's purchase and use of surveillance
equipment and other technology that collects or stores our data

Volunteer commissioners from

PAC Motivation: each city council district:

* Surveillance efforts to be guarded against include not just technology * District1 ~ Reem Suleiman
capable of accessing non-public places or information (such as wiretaps), * District2  Chloe Brown
but also technology which aggregates publicly available information, * District3  Brian Hofer (Chair)
providing the potential to reveal a wealth of detail about a person’s * District4  louKatz
familial, political, professional, religious, or sexual associations. * District5  OmarDelaCruz

District 6 Gina Tomlinson

The use of surveillance technology may threaten the privacy of all citizens, * District7  RobertT. Oliver
including communities defined by a common race, ethnicity, religion, . Atlarge Henry Gage Ill (Co-Chair)

national origin, income level, sexual orientation, or political perspective. * Mayoral Heather Patterson




Privacy Advisory Commission

. . . R luti No0.85638
Duties of the Commission ce.\s,losu;?,r]unz 2 2015

1. Provide advice and technical assistance to the City of Oakland on best practices to protect citizen privacy
rights in connection with the City’s purchase and use of surveillance equipment and other technology that
collects or stores citizen data.

2. Draft for City Council consideration, model legislation relevant to privacy and data protection, including a
Surveillance Equipment Usage Ordinance.

3. Submit annual reports and recommendations to the City Council regarding: (1) the City’s use of
surveillance equipment, and (2) whether new City surveillance equipment privacy and data retention
policies should be developed or such existing policies be amended.

4. Provide analyses to the City Council of pending federal, state and local legislation relevant to the City’s
purchase and/or use of technology that collects, stores, transmits, handles or processes citizen data.

5. Conduct public hearings, make reports, findings and recommendations either to the City Administrator or
the City Council as appropriate, including an annual report to be presented in writing to the City Council.

6. Review and make recommendations to the City Council regarding any proposed changes to the
operations of the Domain Awareness Center (“DAC”) and/or proposed changes to the City’s Policy for
Privacy and Data Retention for the Port Domain Awareness Center (“DAC Policy”).



Surveillance and Community Safety Ordinance

“Surveillance Ordinance” passed May 2018

Ordinance adding Ch. 9.64 to the Municipal Code Establishing Rules For the City’s Acquisition and Use of Surveillance Tech

dl'S TECHNICA

Oaklandpasses “strongest” surveillance
oversight law in US

) . . ELECTRONIC "They are even being exploited by the federal government to fuel mass deportations.”
* Purpose: Establish a public approval process for surveillance il o
technologies used by the city; lay the groundwork for the City Oakland: The New Gold Standard in
Council to decide whether the benefits of using the technology SORRITE SIS FRIS SIBrSs

outweigh the costs to privacy.

* City obligations: City agencies must submit a “technology impact
report” and a use policy to Oakland’s Privacy Advisory Commission
if they plan to implement new surveillance technologies,
like license plate readers or cellphone trackers.

* “Surveillance Technologies”: Any software, electronic device,
system utilizing an electronic device, or similar used, designed, or
primarily intended to collect, retain, analyze, process, or share
audio, electronic, visual, location, thermal, olfactory, biometric, or
similar information specifically associated with, or capable of being
associated with, any individual or group.

» Differentiated from other cities: 1) Standardized public format for
evaluation and approval; 2) Prohibits secret contracts or non-
disclosure agreements between cities and third parties; 3) Provides
whistleblower protections to employees who report violations.

Enlarge / Brian Hofer, the chair of the Privacy Advisory Commission, speaks before the Oakland City Council.


https://gizmodo.com/ice-to-gain-access-to-nationwide-license-plate-database-1822446249#_ga%3D2.156601465.390074667.1525090122-1345231448.1425495802
https://gizmodo.com/ice-agents-are-using-stingray-surveillance-tech-to-capt-1795377902

How does the Surveillance Ordinance work in
pI'CICﬁCG? Process for city to acquire or use a surveillance technology

Notification

City entity
notifies PAC
Chair of its
wish to
acquire new
surveillance
technology.

Report
Submission

City entity
submits a
Surveillance
Impact Report
and proposed
Surveillance
Use Policy to
the Privacy
Advisory
Commission for
its review at a
regularly
noticed

\meetmg.

PAC
Evaluation

*PAC reviews
documentation,
works with City
entity to revise
Impact Report
and Use Policy
*Recommends
that the City
Council adopt,
modify, or reject
the proposed
Surveillance Use
Policy.

- )

Public
Notice

+City Council
provides public
notice that will
include the
Surveillance
Impact Report,
proposed
Surveillance Use
Policy, and
Privacy Advisory
Commission
recommendation
at least fifteen
(15) days prior to
the public
hearing.

Public
Hearing

«City Council
determination: 1)
benefits to the
community
outweighs the
costs; 2) proposal
will safeguard
civil liberties and
civil rights; and 3)
no alternative
with a lesser
economic cost or
impact on civil
rights or civil
liberties would be
as effective.

- J




lllustrative Examples

Types of requests include: E.g., Pending DOT request:

Before [ i 11-Hov=2007
_ AT ‘m\:i‘”’ S:n Diego Police

e DOT acquisition of Unmanned Arial ( ‘
Vehicles (UAVs) to document T R oh
transportation improvement projects; \ e U - B \._’

* DOT Parking and Mobility using vehicle-
mounted Automatic License Plate
Recognition (ALPR) to “virtually chalk”
vehicles in time-limited spaces, verify
permit parking, monitor “pay by phone”
parking payments;

* District Attorney’ use of surveillance
video to monitor illegal dumping;

* Police Dept. use of cell site simulators to C e ] = .
|Ocate missi ng pe rsons a nd a pprehend * Data tYpe's and sources: thlcal ca?meras, IR_cameras, LIDAR, mar_)plng software
f -tives . *  Potential impacts: Capturing PIl without notice or consent; Enabling targeted
Ugl ’ voyeurism; Data use and retention uncertainties
° Mitigations: Deploy only in public and with notice where possible; obfuscate faces

and license plates. Two-person team; focus must remain on project



Elements of the Required Documents

(Heart of the ordinance)

ASCTTIOMMoOO®mP

Description of the technology
Proposed use(s)

Location to be deployed
Impact on civil rights and liberties
Mitigations

Data types and sources

Data security

Fiscal cost(s)

Third-party dependence
Alternative methods

Track record

ASTIOMMOO®EP

Purpose of the use
Authorized use(s)

Data collection

Data access

Data protection

Data retention

Public access

Third party data sharing
Training

Auditing and Oversight
Maintenance



Elements of the Required Documents

(Heart of the ordinance)

ASTIOMMOUO®P

Summarize how tech was used
Data shared with third parties
Describe deployment practices
Breakdown geographic deployment
Summary of community complaints
Results of internal audits
Information about any data breaches
Efficacy

Summarize public record requests
Total Annual Costs

Suggested Policy Amendments

It is important for law enforcement to understand that
this is a summary — there is no expectation that raw data
will be provided here, nor is there an obligation to
provide information so specific as to interfere with active
investigations or deployment practices.

Not all categories will be applicable to all
surveillance technologies.

The annual review will ideally confirm that the stated
goals (provided during the up-front vetting stage) were
achieved, whether policy amendments are needed to
better achieve those goals, or whether use should
discontinue because the technology was either
ineffective at achieving its stated goal or was too
intrusive and ripe for abuse.



Researching City-wide Privacy Principles

SAMUELSON
LAW, TECHNOLOGY &
PUBLIC POLICY CLINIC

MAKING THE WORLD SAFE FOR—-
AND SOMETIMES FROM—

TECHNOLOGY

Design And Use Equitable Privacy Practices

Limit Collection And Retention Of Personal
Information

Manage Personal Information With Diligence

Extend Privacy Protections To Our Relations With 3rd
Parties

Safeguard Individual Privacy In Public Records
Disclosures

Be Transparent And Open

Be Accountable to Residents



&%Wumg:rx%qgﬁﬁﬁéép(gnlkﬁégo assess opportunities for protecting
Challenges

A variety of interesting solutions, depending on use case:

e Data de-identification

* Differential privacy

e Selective sharing of data across silos while assuring confidentiality and privacy
* Tools to enable data obfuscation

o = . W "
Pictures Collected by an Al system before and after applying facial blur policies



Questions?
Interested in engaging?

Please reach out!
We'd love 1o
hear from you.

@b_haddy

@Securelustice


mailto:brian@secure-justice.org

5 minutes break

Smart City PDX & Office of Equity and Human Rights



Community guest speakers

Smart City PDX & Office of Equity and Human Rights



Sarah T. Hamid
Carceral Tech Network

Smart City PDX & Office of Equity and Human Rights



Alan Hipolito
SUMA

Smart City PDX & Office of Equity and Human Rights



Romeo Sosa
Portland Immigrants Rights Coalition

Smart City PDX & Office of Equity and Human Rights



Questions?

Smart City PDX & Office of Equity and Human Rights



Closing Statements

e Privacyisahuman right.

e Surveillance technologies impact in black, indigenous and people of color
communities in disproportionate forms.

e Asurveillance policy will help city bureaus to understand these risks and
impacts and create more transparency

e Impacted community is part of the development of this policy.

e People want to know how information that the city collects is being used.

e Technology can be a good instrument to support the City goals and the
community.

Smart City PDX & Office of Equity and Human Rights



Discussion

Smart City PDX & Office of Equity and Human Rights
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