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M a y or W h e el er a n d C o m missi o n ers G o n z al e z, M a p ps, R u bi o, a n d R y a n

O n M ar c h 2 2, P ortl a n d C o p w at c h t estifi e d a b o ut it e m 2 4 1, c o mi n g b a c k t o
y o u t his w e e k as it e m 2 6 7.

W e' v e i n cl u d e d a writt e n v ersi o n of o ur t esti m o n y b el o w, b ut b as e d o n
t h e f oll o w u p c o n v ers ati o ns a n d t h e m ulti m e di a pr es e nt ati o n t h e p oli c e
g a v e t h at d a y, w e w a nt e d t o b e s ur e t h er e w as n o mis u n d erst a n di n g a b o ut
o ur c o n c er ns.

1) Y es, w e w ar n e d t h at t h e i ntr o d u cti o n of dr o n es c o ul d o n e d a y l e a d t o
t h e w e a p o ni zi n g of dr o n es. B ut t h e f oll o w u p q u esti o ns s e e m e d t o
i n di c at e t h at C o u n cil m e m b ers t h o u g ht w e b eli e v e d t h e dr o n es b ei n g
b o u g ht will b e ar m e d. W e d o n ot. W e w ar n e d a b o ut t h e cr e e pi n g
milit ari z ati o n a n d t h at st arti n g t his pr o gr a m c o ul d l e a d t o s u c h t hi n gs.

S a n Fr a n cis c o r e c e ntl y h a d vi g or o us d e b at e a b o ut b u yi n g w e a p o ni z e d
r o b ots.
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2) T h e p ers o n i n c h ar g e of t his pr o gr a m a n d w h o g a v e t h e pr es e nt ati o n
t o C o u n cil is S gt. J a m es D e Fr ai n, o n e of t hr e e offi c ers w h o s h ot 3 2
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b ull ets. H e ass ur e d C o u n cil t h at his u nit will n ot b e usi n g t h e dr o n es
f or ot h er a cti viti es s u c h as s ur v eill a n c e of pr ot ests b e c a us e t h eir
gr o u p is s o s m all a n d C o u n cil c a n tr ust hi m. T h at's n ot a w a y t o s et u p
i nstit uti o n al g u ar dr ails.

3) T h er e w as n o r e al dis c ussi o n of w h y S m art Cit y P D X g a v e t his
pr o gr a m a " m e di u m ris k " r ati n g f or p ossi bl y vi ol ati n g p e o pl e's pri v a c y
ri g hts, eit h er.

4) O n e of t h e s elli n g p oi nts f or t h e dr o n es is t h at t h e y will s a v e m o n e y
a n d g et r o a ds o p e n m or e q ui c kl y aft er a s eri o us c ar cr as h. F air e n o u g h,
b ut is t h at o ur # 1 pri orit y, es p e ci all y if a p ers o n is i nj ur e d or
kill e d i n a cr as h ?

5) T h e or di n a n c e m e nti o ns t h e B ur e a u's St a n d ar d O p er ati n g Pr o c e d ur e t h at
will a d dr ess dr o n e d e pl o y m e nt. T h at S O P s h o ul d b e m a d e p u bli c pri or t o
t h e C o u n cil h e ari n g o n W e d n es d a y.
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F or t h os e of y o u w h o w er e n ot pr es e nt, h er e is a dir e ct li n k t o t h e
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htt ps:// w w w. y o ut u b e. c o m/ w at c h ? v =l e 8I C B 9 n E 3s &t = 9 2 8 0s

M ar c P oris a n d D a n H a n d el m a n
p ortl a n d c o p w at c h

--------

T esti m o n y fr o m M ar c h 2 2 m e eti n g
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s ur v eill a n c e dr o n es. J ust l ast m o nt h, t h e Cit y p ass e d a r es ol uti o n
r e q uiri n g t h at s cr uti n y b e gi v e n t o s ur v eill a n c e t e c h n ol o gi es t o e ns ur e
t h e y will n ot dis p ar at el y i m p a ct c ert ai n p o p ul ati o ns a n d t h at t h e y will n ot
i ntr u d e o n p e o pl e's pri v a c y.

M a y b e it's " o ur b a d " f or n ot r e ali zi n g t h at p oli c y p ut t h e r e vi e w s ol el y
i nt o t h e h a n ds of " S m art Cit y P D X " i nst e a d of r e q uiri n g a p u bli c
c o n v ers ati o n. B ut t h e C o u n cil s h o ul d k n o w b ett er t h a n t o i ntr o d u c e n e w
t e c h n ol o gi es s u c h as g u ns h ot d et e cti o n a n d s ur v eill a n c e dr o n es wit h o ut
first h as hi n g o ut w h et h er t h e y s h o ul d b e a d o pt e d at all, a n d if s o, w h at
p oli ci es s h o ul d b e i n pl a c e t o li mit t h eir us e.

T o d a y's or di n a n c e i m pli es t h at t his is a " b u y first, fi g ur e o ut t h e
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t h e iss u a n c e of a w arr a nt, a n d 8 3 7. 3 3 5 li mits t h eir us e f or e m er g e n ci es
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It is t elli n g t h at P P B b o u g ht a dr o n e i n eit h er 2 0 1 9 or 2 0 2 0 b ut t h e y s a y
t h e y h a v e n e v er us e d it. P er h a ps t h at is a g o o d si g n, si n c e it's m ost
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T h es e m a c hi n es ar e a d a n g er o us st e p f or w ar d i n t h e f urt h er milit ari z ati o n
of l a w e nf or c e m e nt. Hist ori c al e vi d e n c e of " Missi o n Cr e e p, " w h er e b y t h e us e
of p oli ci n g t a cti cs a n d t e c h n ol o gi es e x p a n d b e y o n d t h eir ori gi n al f u n cti o ns
a n d g o als, p uts L A P D's cl ai m t o w a nt t o us e t h es e dr o n es o nl y d uri n g
s p e ci al cir c u mst a n c es i n s eri o us d o u bt. T h e L A P D c a n't b e tr ust e d. T h e
e vi d e n c e s h o ws t h at t h es e n e w w e a p o ns p os e a s eri o us c ost i n p u bli c
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r es o ur c es, p u bli c s af et y a n d t h e m e nt al a n d p h ysi c al h e alt h of t ar g et e d
c o m m u niti es.

P ortl a n d C o p w at c h is a pr oj e ct of P e a c e a n d J usti c e W or ks. Si n c e 2 0 1 2 w h e n
t h e U nit e d St at es b e g a n usi n g s ur v eill a n c e a n d ar m e d dr o n es t o c o n d u ct
w arf ar e o v ers e as i n t h e n a m e of t h e " w ar o n t err or, " P e a c e a n d J usti c e
W or ks h as e x pr ess e d its o p p ositi o n t o t h e g o v er n m e nt e m pl o yi n g t h es e
r o b oti c air cr aft f or s p yi n g a n d killi n g.

W e d o n't w a nt t o s e e P P B o bt ai n dr o n es s a yi n g "tr ust us, t his is o nl y f or
a c ci d e nt i n v esti g ati o ns a n d h ost a g e sit u ati o ns " o nl y t o fi n d o urs el v es d o w n
t h e li n e wit h r o b ot-i n v ol v e d s h o oti n gs of p e o pl e w h o m a y or m a y n ot b e i n
m e nt al h e alt h crisis.

A h u m a n w h o vi ol at es t h e l a w c o ul d p ot e nti all y b e h el d a c c o u nt a bl e t hr o u g h
t h e c o urts or a d mi nistr ati v e i n v esti g ati o ns.

A r o b ot c a n kill wit h i m p u nit y.
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H ell o,
 
I h o p e t his e m ail fi n ds y o u w ell. I’ m writi n g t o s u b mit writt e n t esti m o n y o n b e h alf of t h e
A C L U of Or e g o n r e g ar di n g A g e n d a It e m 2 4 1’s s e c o n d r e a di n g t o m orr o w, w hi c h is list e d as
It e m 2 6 7 o n t o m orr o w’s a g e n d a. Pl e as e s e e att a c h e d. T h a n k y o u!
 
B est,
 
J u d e al- G h a z al S t o n e

P r o n o u n s: h e, hi m, hi s

 

A s s o ci at e

A m e ri c a n Ci vil Li b e rti e s U ni o n of O r e g o n

P. O. B o x 4 0 5 8 5 P o rtl a n d, O R 9 7 2 4 0

( 4 8 0) 3 8 1 - 5 3 8 6|  j g h a z al st o n e @ a cl u- o r. o r g

a cl u- o r. o r g     

 
I h a v e a n e w e m ail a d d r e s s: j g h a z al s t o n e @ a cl u- o r. o r g. Pl e a s e b e s u r e t o s e n d
all e m ail s t o m y n e w a d d r e s s t o e n s u r e I r e c ei v e t h e m . T h a n k y o u!
 
Ore g o n’s le gisl ati ve sessi o n is here!  M a k e a n i m p act wit h us.  S u p p ort o ur p olic y a ge n d a a n d get c o n necte d
b y visiti n g o ur 2 0 2 3 Le gisl ati ve Sessi o n h u b .
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April 4, 2023


City of Portland


1221 SW 4th Ave.


Portland, OR 97204


RE: Authorizing the competitive solicitation and purchase of unmanned


aircraft systems for use by Portland Police Bureau


Mayor Wheeler and Commissioners Gonzalez, Mapps, Rubio, and Ryan:


I appreciate the opportunity to provide written testimony on behalf of the American Civil


Liberties Union of Oregon (ACLU of Oregon). With more than 28,000 members statewide, we


are a nonpartisan, nonprofit organization dedicated to preserving and enhancing civil liberties


and civil rights.


We celebrated Portland’s civil rights victory when you unanimously passed Resolution 37608 as


a City Council this February.
1
Created to increase government transparency and accountability


regarding surveillance technologies, the resolution serves as a foundation upon which to rebuild


community trust. Regrettably, mere months after passing the resolution, we’re seeing the


Council proceed with the Portland Police Bureau’s (PPB) small unmanned aircraft systems


(sUAS) proposal without the transparency processes that Resolution 37608 stipulates.


Police drones, which can be used to covertly and pervasively surveil individuals and


communities, have civil rights implications for everybody. That is why it’s vital that the


deployment of any surveillance technology be monitored by appropriate oversight and


accountability bodies. Resolution 37608 addresses this need, establishing that “the Bureau of


Planning and Sustainability Smart City PDX and the Office of Equity and Human Rights will


design, in public and equitable processes, an [sic] accountability and oversight strategies and


procedures for the use and acquisition of surveillance technologies.” We believe this resolution


is a critical step in the right direction to cultivate the City’s value of transparency in government.


Accordingly, we’re concerned about the Council proceeding with new proposals regarding


surveillance technologies before Smart City PDX and the Office of Equity and Human Rights


have published their official accountability procedures. While the PPB’s City Council


presentation on their sUAS proposal lists a series of prohibited uses for drones, there is a


troubling lack of outside oversight to enforce the restrictions. When Commissioner Ryan asked


Sgt. Jim DeFrain about the consequences of using sUAS for unauthorized activity, DeFrain


1 https://www.portland.gov/council/documents/resolution/adopted/37608
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shared that sUAS activity will be subject to internal review, citing his direct involvement in all


circumstances under which drones would be deployed and inviting people with concerns to


contact him.
2
While internal review is standard practice for PPB’s regular activities, the Council


has already determined through Resolution 37608 that technology with surveillance


implications should also be subject to outside oversight. Currently, the PPB’s proposed list of


acceptable and prohibited sUAS activity imposes strict parameters, but it is important for the


City to comport with its own Resolution and institute an external accountability mechanism to


supplement PPB’s internal processes before approving any new surveillance technologies.


Law enforcement sUAS have the potential for severe misuse. Even though state law prohibits


our government and police agencies from arming drones with weapons or using the devices to


monitor peaceful protestors or deploy facial recognition, the nature of the technology makes


abuse nonetheless an always-present risk. Numerous cases of law enforcement using drones in


unapproved ways have surfaced only when unrelated circumstances brought their indiscretions


to light, making the reliance on internal regulation troubling at best.
3
Smart City PDX’s Privacy


Impact Assessment acknowledged the level of inherent risk, labeling the PPB’s sUAS proposal


“medium” risk.


Given surveillance drones’ implications for civilian privacy and civil rights, we


urge you to defer the approval of the PBB’s sUAS proposal until Smart City PDX


and the Office of Equity and Human Rights have established the official oversight


and accountability procedures that they and Portlanders deem necessary, as per


Resolution 37608. The PPB’s plan to post their sUAS activity online does not reasonably


guard against misuse because they have total discretion over the content they publish. The Joint


Terrorism Task Force’s annual reports exemplify a similar style of law enforcement


self-reporting, and many community members have expressed concerns to the Council over the


years about the reports’ lack of detail.
4
The internal nature of the review heavily contributes to


the community’s concern; there is no outside agency monitoring how much information law


enforcement can redact.


We understand the myriad benefits that sUAS can offer, but given the potential risks of


surveillance technologies, it is important that the City proceeds thoughtfully. To ensure that


Portlanders feel confident they can trust their government, we must partner PPB’s technological


advancement with appropriate levels of accountability and oversight. Accordingly, the ACLU of


4 JTTF’s 2023 Annual Report:
https://urldefense.com/v3/__https:/www.portland.gov/sites/default/files/council-documents/2023/2023-ppb-report-to-city-council-0117
23.pdf__;!!Phyt6w!brwTX6i5yoj4cQzpHYtjIylL1ds_cmOv8H5b1fdL11D9nSJqAX7Ohkh-7fBHzMwF1Eo5HOr9h7glZgbOgtTFdGbJrQ
$; Written public testimony regarding the JTTF’s 2023 Annual Report: https://efiles.portlandoregon.gov/record/15844596


3 https://www.nytimes.com/2005/12/22/nyregion/police-video-caught-a-couples-intimate-moment-on-a-manhattan.html


2 https://www.youtube.com/watch?v=le8ICB9nE3s; 02:53:40
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Oregon urges you to postpone your approval of the PPB’s sUAS proposal until Smart City PDX


and the Office of Equity and Human Rights have established explicit oversight procedures that


law enforcement can operate within.


Respectfully submitted,


Jude al-Ghazal Stone


He/Him/His


ACLU of Oregon
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R E: A u t h o ri zi n g t h e c o m p e ti ti v e s oli ci t a ti o n a n d p u r c h a s e o f u n m a n n e d

ai r c r a f t s y s t e m s f o r u s e b y P o r tl a n d P oli c e B u r e a u

M a y o r W h e el e r a n d C o m mi s si o n e r s G o n z al e z, M a p p s, R u bi o, a n d R y a n:

I a p p r e ci at e t h e o p p o rt u nit y t o p r o vi d e w ritt e n t e sti m o n y o n b e h alf of t h e A m e ri c a n Ci vil

Li b e rti e s U ni o n of O r e g o n ( A C L U of O r e g o n). Wit h m o r e t h a n 2 8, 0 0 0 m e m b e r s st at e wi d e, w e

a r e a n o n p a rti s a n, n o n p r ofit o r g a ni z ati o n d e di c at e d t o p r e s e r vi n g a n d e n h a n ci n g ci vil li b e rti e s

a n d ci vil ri g ht s.

W e c el e b r at e d P o rtl a n d’ s ci vil ri g ht s vi ct o r y w h e n y o u u n a ni m o u sl y p a s s e d R e s ol uti o n 3 7 6 0 8 a s

a Cit y C o u n cil t hi s F e b r u a r y. 1 C r e at e d t o i n c r e a s e g o v e r n m e nt t r a n s p a r e n c y a n d a c c o u nt a bilit y

r e g a r di n g s u r v eill a n c e t e c h n ol o gi e s, t h e r e s ol uti o n s e r v e s a s a f o u n d ati o n u p o n w hi c h t o r e b uil d

c o m m u nit y t r u st. R e g r ett a bl y, m e r e m o nt h s aft e r p a s si n g t h e r e s ol uti o n, w e’ r e s e ei n g t h e

C o u n cil p r o c e e d wit h t h e P o rtl a n d P oli c e B u r e a u’ s ( P P B) s m all u n m a n n e d ai r c r aft s y st e m s

( s U A S) p r o p o s al wit h o ut t h e t r a n s p a r e n c y p r o c e s s e s t h at R e s ol uti o n 3 7 6 0 8 sti p ul at e s.

P oli c e d r o n e s, w hi c h c a n b e u s e d t o c o v e rtl y a n d p e r v a si v el y s u r v eil i n di vi d u al s a n d

c o m m u niti e s, h a v e ci vil ri g ht s i m pli c ati o n s f o r e v e r y b o d y. T h at i s w h y it’ s vit al t h at t h e

d e pl o y m e nt of a n y s u r v eill a n c e t e c h n ol o g y b e m o nit o r e d b y a p p r o p ri at e o v e r si g ht a n d

a c c o u nt a bilit y b o di e s. R e s ol uti o n 3 7 6 0 8 a d d r e s s e s t hi s n e e d, e st a bli s hi n g t h at “t h e B u r e a u of

Pl a n ni n g a n d S u st ai n a bilit y S m a rt Cit y P D X a n d t h e Offi c e of E q uit y a n d H u m a n Ri g ht s will

d e si g n, i n p u bli c a n d e q uit a bl e p r o c e s s e s, a n [ si c] a c c o u nt a bilit y a n d o v e r si g ht st r at e gi e s a n d

p r o c e d u r e s f o r t h e u s e a n d a c q ui siti o n of s u r v eill a n c e t e c h n ol o gi e s. ” W e b eli e v e t hi s r e s ol uti o n

i s a c riti c al st e p i n t h e ri g ht di r e cti o n t o c ulti v at e t h e Cit y’ s v al u e of t r a n s p a r e n c y i n g o v e r n m e nt.

A c c o r di n gl y, w e’ r e c o n c e r n e d a b o ut t h e C o u n cil p r o c e e di n g wit h n e w p r o p o s al s r e g a r di n g

s u r v eill a n c e t e c h n ol o gi e s b ef o r e S m a rt Cit y P D X a n d t h e Offi c e of E q uit y a n d H u m a n Ri g ht s

h a v e p u bli s h e d t h ei r offi ci al a c c o u nt a bilit y p r o c e d u r e s. W hil e t h e P P B’ s Cit y C o u n cil

p r e s e nt ati o n o n t h ei r s U A S p r o p o s al li st s a s e ri e s of p r o hi bit e d u s e s f o r d r o n e s, t h e r e i s a

t r o u bli n g l a c k of o ut si d e o v e r si g ht t o e nf o r c e t h e r e st ri cti o n s. W h e n C o m mi s si o n e r R y a n a s k e d

S gt. Ji m D e F r ai n a b o ut t h e c o n s e q u e n c e s of u si n g s U A S f o r u n a ut h o ri z e d a cti vit y, D e F r ai n

1 htt p s:// w w w. p ortl a n d. g o v/ c o u n cil/ d o c u m e nt s/r e s ol uti o n/ a d o pt e d/ 3 7 6 0 8

https://www.portland.gov/council/documents/resolution/adopted/37608


s h a r e d t h at s U A S a cti vit y will b e s u bj e ct t o i nt e r n al r e vi e w, citi n g hi s di r e ct i n v ol v e m e nt i n all

ci r c u m st a n c e s u n d e r w hi c h d r o n e s w o ul d b e d e pl o y e d a n d i n viti n g p e o pl e wit h c o n c e r n s t o

c o nt a ct hi m. 2 W hil e i nt e r n al r e vi e w i s st a n d a r d p r a cti c e f o r P P B’ s r e g ul a r a cti viti e s, t h e C o u n cil

h a s al r e a d y d et e r mi n e d t h r o u g h R e s ol uti o n 3 7 6 0 8 t h at t e c h n ol o g y wit h s u r v eill a n c e

i m pli c ati o n s s h o ul d al s o b e s u bj e ct t o o ut si d e o v e r si g ht. C u r r e ntl y, t h e P P B’ s p r o p o s e d li st of

a c c e pt a bl e a n d p r o hi bit e d s U A S a cti vit y i m p o s e s st ri ct p a r a m et e r s, b ut it i s i m p o rt a nt f o r t h e

Cit y t o c o m p o rt wit h it s o w n R e s ol uti o n a n d i n stit ut e a n e xt e r n al a c c o u nt a bilit y m e c h a ni s m t o

s u p pl e m e nt P P B’ s i nt e r n al p r o c e s s e s b ef o r e a p p r o vi n g a n y n e w s u r v eill a n c e t e c h n ol o gi e s.

L a w e nf o r c e m e nt s U A S h a v e t h e p ot e nti al f o r s e v e r e mi s u s e. E v e n t h o u g h st at e l a w p r o hi bit s

o u r g o v e r n m e nt a n d p oli c e a g e n ci e s f r o m a r mi n g d r o n e s wit h w e a p o n s o r u si n g t h e d e vi c e s t o

m o nit o r p e a c ef ul p r ot e st o r s o r d e pl o y f a ci al r e c o g niti o n, t h e n at u r e of t h e t e c h n ol o g y m a k e s

a b u s e n o n et h el e s s a n al w a y s- p r e s e nt ri s k. N u m e r o u s c a s e s of l a w e nf o r c e m e nt u si n g d r o n e s i n

u n a p p r o v e d w a y s h a v e s u rf a c e d o nl y w h e n u n r el at e d ci r c u m st a n c e s b r o u g ht t h ei r i n di s c r eti o n s

t o li g ht, m a ki n g t h e r eli a n c e o n i nt e r n al r e g ul ati o n t r o u bli n g at b e st. 3 S m a rt Cit y P D X’ s P ri v a c y

I m p a ct A s s e s s m e nt a c k n o wl e d g e d t h e l e v el of i n h e r e nt ri s k, l a b eli n g t h e P P B’ s s U A S p r o p o s al

“ m e di u m ” ri s k.

Gi v e n s u r v eill a n c e d r o n e s’ i m pli c a ti o n s f o r ci vili a n p ri v a c y a n d ci vil ri g h t s, w e

u r g e y o u t o d e f e r t h e a p p r o v al o f t h e P B B’ s s U A S p r o p o s al u n til S m a r t Ci t y P D X

a n d t h e O f fi c e o f E q ui t y a n d H u m a n Ri g h t s h a v e e s t a bli s h e d t h e o f fi ci al o v e r si g h t

a n d a c c o u n t a bili t y p r o c e d u r e s t h a t t h e y a n d P o r tl a n d e r s d e e m n e c e s s a r y, a s p e r

R e s ol u ti o n 3 7 6 0 8. T h e P P B’ s pl a n t o p o st t h ei r s U A S a cti vit y o nli n e d o e s n ot r e a s o n a bl y

g u a r d a g ai n st mi s u s e b e c a u s e t h e y h a v e t ot al di s c r eti o n o v e r t h e c o nt e nt t h e y p u bli s h. T h e J oi nt

T e r r o ri s m T a s k F o r c e’ s a n n u al r e p o rt s e x e m plif y a si mil a r st yl e of l a w e nf o r c e m e nt

s elf- r e p o rti n g, a n d m a n y c o m m u nit y m e m b e r s h a v e e x p r e s s e d c o n c e r n s t o t h e C o u n cil o v e r t h e

y e a r s a b o ut t h e r e p o rt s’ l a c k of d et ail. 4 T h e i nt e r n al n at u r e of t h e r e vi e w h e a vil y c o nt ri b ut e s t o

t h e c o m m u nit y’ s c o n c e r n; t h e r e i s n o o ut si d e a g e n c y m o nit o ri n g h o w m u c h i nf o r m ati o n l a w

e nf o r c e m e nt c a n r e d a ct.

W e u n d e r st a n d t h e m y ri a d b e n efit s t h at s U A S c a n off e r, b ut gi v e n t h e p ot e nti al ri s k s of

s u r v eill a n c e t e c h n ol o gi e s, it i s i m p o rt a nt t h at t h e Cit y p r o c e e d s t h o u g htf ull y. T o e n s u r e t h at

P o rtl a n d e r s f e el c o nfi d e nt t h e y c a n t r u st t h ei r g o v e r n m e nt, w e m u st p a rt n e r P P B’ s t e c h n ol o gi c al

a d v a n c e m e nt wit h a p p r o p ri at e l e v el s of a c c o u nt a bilit y a n d o v e r si g ht. A c c o r di n gl y, t h e A C L U of
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O r e g o n u r g e s y o u t o p o st p o n e y o u r a p p r o v al of t h e P P B’ s s U A S p r o p o s al u ntil S m a rt Cit y P D X

a n d t h e Offi c e of E q uit y a n d H u m a n Ri g ht s h a v e e st a bli s h e d e x pli cit o v e r si g ht p r o c e d u r e s t h at

l a w e nf o r c e m e nt c a n o p e r at e wit hi n.

R e s p e ctf ull y s u b mitt e d,

J u d e al- G h a z al S t o n e

H e / Hi m / Hi s

A C L U of O r e g o n
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