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coN'rR \cr FoR pRoFEsstoNAL,TEcilNtcl\L, OR EXIIiRT Sn,RVtCES 

CoNTR/\CT NO.3000JJ59 
SIIORT TITLE OF WORK PROJECT¡ QSA and AVS Scrvices for PCI-DSS Compllance 

'lÏis contrsct "Conlr,rct" is bcltrccn lhc City of Portland, aoling b.r anri through ils Dure¡u ofTechnolugy Scrvices hu'rclflcr callerJ ,'Cify.,, 

ond (loallìn¡ S¡'stenrs, htc.. hcrc'allcr collcd Contrtctr)r. 'lÏc Cily'.s Prt¡jccl i\,flnrrgor lor tl¡i.r ('ontrnct is iogan Kluior, 

Htfcctlvc D¡tc snd l)uration
'lllis Contract sh¡fl bccomc cfl'cclìvc on Junc 30. 20li (or on thc dotc at rrhich cvqo. psrq has sþncd fh¡s Contrict, rvhichcvc¡ is lr1a¡.) 
This (ìontruot shnll hnve nn ir¡ilhrl temt ol'lìve (5) years. 'llc City rnay exercisc an optirin to e.rlenrf lhe (erm lbr uddltlonul periods up iu
livc(5)¡'eanlbramnxi¡nutnlolaltcnnoftcn(10)ycors.'ITÍsÇonlrnclshallcspirc.unlcssorhcnyisctermlnorcdorcx(enjcd.onJuirq30. 
20t8. 

Statcment oflltork 
(a) Tltc slutùmÈDl of srlrk is cont¡ined in EXlllßlTÂ sttached he¡eto nnrl try lhís relercnce nrarte a plrl hcrcoI(b) lhc dcllvcry schrdule tbr thc sork is ido.nrifir¡tl ln lìXHlBl'I 

^,
 
('onsldcr¡llon
 
(l) City ogrccs lo pty fÌ)nlractor o sun¡ not to exceed 52 10.000.00 ltrr occonr¡lishnrent ofúe ur¡¡li tì¡r thc initinl term.(b) lnlerint paymenls shall be made to Contrâctorûccordlng to the schcdulc idcntificd tn liXFlllll'l'Â, 

'lþ¡rirs o¡¡rl conditlons lístcd on pagcs hclorr,. 

(:oN'Itù\(TOR DrlT¡\' (iERTlFIC,l'f lON, ¿tND SIGN¡ITtf RFì 

Nanre (plcusc prftrl): Coallìrc Systcms. lrrc. 
Addrass: ló33 Wcstlnkc ¡\r'a. N., Suirc 100, lic¡rtlc, WÂ 9E109
 
Sociol Sccurity f: NA
 
Federal I'aslf)¡ll 8.1.1600.118 Stntc.'lbxll)lI:NÂ tlusincssl.lccnsc#ó97938
 
Citiz.cnship: NÂ Nonn:sidcnt alicn _ Yes __ No
 
0u¡lncss Dcsignnlion (chcck onc); lnditkluol Sule. Pmprìr..tonhìp Partncrship _X_ Cbrporatíorr
 

Limltod Linbilíty Co (LLC) ,...... Estate/Trust -* Puhlic Service Corp. _-. _ Governl¡reìurNttnpmnt 

-Pnyntcnt inlonnution rvill be reponed to the lR.S urder lltc nnme a¡d trlrpû),e f l.D. nunrher pror,Íded abor.c. tnfbrmation nrr¡sl he provitlc¿
prior l0 Cuñlrûcl opproval, lnlbrnralion oöt nratching tRS rcmrds could subjuct you to 20 pòrccnt bnckup withhotding. 

t. thc unrlorsignetl, agree to perform nork òutlincd in lh¡s contracl in rccordûncc to rhc lernìs anrl conditions (listc'd on pagcs 2.4 anrl nradc 
pûrt of th¡s Cbnlruct by rcf('re*ncc) snd lhc slolcnrt)¡ti olsork mrulc por( of thÍs Conrrocl by rclèrcncct hcrcby ccnlfy urr jcr-pcnnlty ot' 
pcrjury that l/nry busìncss am.ttnl/ls not inrlolatìorr of ouy Orcgon tù\ lrrvs: hercby ccrtify thar my busirrr:si is cciifled asïr liquol

lìntploytttutt Opporlulity Âflirmntivù /tctiorr lirrrplo¡er and is Ìn cornpllancc rvith thc lìqud ßcnutits Prugnnrit es prcscribt'¿ by bhuptcr
 

670.6'00."t:lo':,,n:r,o,,^n\;jlrchrcertrr'ï ï îTr::'i:1,.nn-ootï.ï:1.::::t1,'* .¿')¡< /
r\pprorrd by lhc Cuntmcton /,lf.x- fS L-*** lixcc. VP, Salcs Junc I l,2013''sieniiunTrirjü--* .signoturc/r'irtc(:/ 

Cl'fY OF PORTL¿\ND .$IcNr\TttRES 

lly: Duto:
 
Clrícf Pmcurcrrcnt Olììccr
 

Âpprovcd os lo Fonn 
try Clty r\rtomey: 

Conlract 30003359 Coalfire Syslcrns, lrrc. 
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C¡TY OF PORTLAND
 
S'TANDARD CONTfu\CT PROYISIONS FOR
 

pRoF'riss t0NAL, TEctINtcA l, & E¡IPERT SERV ¡CES (MAN DATORV PROVISIONS)
 
t. Dril'¡NITt0Nrj 

The.ç dclinitions 0pply to the entlru Conl¡aot inchrding tlshibits. and any subscquctìt Anìendnlcnis 

"^crc**pl¡ncet' n¡Èilts r l)clivcr¡btc hns heen dclivcrcrJ, ins¡rected. configurc4 and dingnostic tesls havc hccn pcrlorntcd to 

demonstr¡tc. to thc Cily's sntfslhcllon. thol the Delivcrablc confonns llnd opÈr¡rles according fo lhc rcquiretnenls oflllis Cbútrûcl, 

npplicablc Acccptanur: Crileril or Documcnlatiun.unrl Conlr¡ctor's rcpn:scntuÌlons, 

"Âçggp$leg..¡fuilgfia' nrenns oJl Spcr:ilìcotions, t'unctionolity und pert'onnonce rcquir"-rncnfs aS scl forth in rire Slntenrcnl ol Vork 
(os such Specilîcntíons. ûrd rùquírenìehts and Stotcnrcnt ol'\\tork rnn¡' bc chongcd ûr.rm línrc to tíme by nn Âmcndmcnt) und 

Conlrítclof's feprescntutio[s and rv¡nanliçs. 'lhr,r City's Arccptancc Critcrio rvill bs besed on reli¡nce on Contrnctor's cxpcrícnr,u 

ond cxpcrtisr,.. (:ity and Contractor agre€ to cslabllsh lhc Âccephnce Crilcria in ttriting lor lhe.pur¡tosc ofconducting 
Acccpto¡tcc'ì'cstitrg, 

"^cclllulcc-pîrc" ntcnns lho rtqte on ryhich thc City ccrtitles to C,oûlracfor in \ritirtg thut the Delive¡ablc r¡r Survicc has nrct the 

applicnble Àccoptuncc Crilcrin nnd is cornplctc. 

"A$c¡!n$nl" mcxn$ 0 rrtíttcn docurncnt r..quired to bê signcd hy both Portles trltrn ln ûny N'ay nllerittg thc tÈrûL\ ûnd 

condillons. tcnn, 0r cotrr pmvisions of thc Cbntract or chu¡rghrg, odding to. or substnnlltlly âltcring a Stßlcmcttl of Vork, 

"Å¡Se$$g$" hûs lhc mcirning oscribcd to thosc lcnr¡s in Appcndix Â of thr: PCI Seourily Standnrds Valirlalion Rcquircmenls lor 

Qualiflcd Scrurlty Assùssors. o rvp¡- olrrlrich is locotcd nt hlln-\:/i\t'\rtì.Dr'l\ucur¡tr'shìnd¡r'Cs.oru, 

"$S5jltSss Dny" m€lns 0 calcnrJor rloy of tucnty-four hour,r csr:ludlng ucchcuds anrl (ity rccoguizæd holidnys. bcû,inning st 

midnight and cnding at nridnight lrrcnty-four hours lolcr, 

"Colcnrlæ DuI" rncírns a calendnr duy of hrcnly-four hours, includíng scckdays, s'eekends arrrl holidays, hginning at nidnight 
rntl cnding ut nridnight lrtuoty-lìrur hours latcr. 

-Ciw Conlldentlul tnlbrnrgtion'' n¡r'lns any intìlrnrallon. ln any form or ntedî0, including vr:rbirl discussions. rvhcthcr or not 

morkctl or iden¡iflcd by thc City. rvhich is ic$onlbly tloscríbed by onrr or nrorc of lhe lbllorvlng catcgorics r¡l intbrmotion: ( I ) 
fn¡ncial. stotistical. personncl. hunrnn resources dota or Pcrsonrlly ldentifiable lnlbnnation ns dr'sc¡ibcd ln thc Orcgon 
Cbnsunlc¡ ftlcntity lhefl ltrorcction Act of 200?: (2) busín¿ss plans. ncgotiations,. or slrategles: (3) rrtrnnnouncer! pcnding or 
Íuturo Producls, scrvicos. designs. projæts or intcmol public rplatlons informntion; (4) tradc r''r.t,rùls', a$ suuh tcrnt is dr,tÌncd þ'
()RS 192.501(2) ond thc Unlt'onn T¡ndc Sccrcts Âct ORS l¡46,.161 lo 6.1ó.475: (5) Ëxernpt pcr ÔtLS 192.501 and/or ORS 192,502 
(ó¡ tttume¡y'clionr privilcgcd ørnlmunications, (7) esempt pcr lbdcrol larvs (includlng hut not linitcd to Copyright lllPPÂ) tutd 
(E) inlbrmotion rctarîng to or emhodied by rJcsígns plans. corrlìguratlons. Spccilicotions, progrúms. o¡ S.vslems <lcvr:lopcd for thc 
bcncf¡f ol'thu City ínclutlhrg rvithout limilation dslû tnd informolío¡r Systcms. ony lluñrrnrc code and rclalcd rnrtetÎals liccnscd 
or pror,ítlcd to the City by thírd portics: prosesse$: applicctions: coder, nrodifications antl cnhrncemenh thercto: ond any sork 
0ruducls pmdur:cd l'ur the City. 

"Cbntìdr:nti¡l Infirnu¡tion" mcons i¡rry informatíon that is disclo:nd ln rrrittcu, graphic. verhnl, or machínc-rccogniz¡blc lbrnr. 
¡nrt is morked. designctcd, lnbeled or idcntífìcd nl the tlmc of rllsclosr¡re as bcing conlìdent¡ul or lLs cquivrlunl: or if the 

infomtutiorr ls in vcrb¡l lì¡rnr. it is ftlcntif¡ed os confÌdr¡ntiul or propr¡ctar)'st lhc tirnê ofdisclosuru and is conlinned in nritÍng 
rvithin thirty (30) Cnlcnrlnr l)uys ol'the disclosurc. Confidential lnlornr¡rtlon does not hrolude ony inlbrntntion thal: is or bccotncs 
publioly knorvn ¡hrough no nronglül or ncgligcnl rct o[ thc rccciving porlyl Is rdrcarly knorm lo lhc rccelvlng pûrty \ìllhout 
rcstriction rvh':n it is discloscd: is. or suhscqucntly bccomcs. rightìrlly orrd rvithoul brcach ol'lhís Controol or any olher 
ognsnrlnt belrrrcn thc P¡¡riss or of any ryplienblc prolcct¡ve or similar ordcr. in thc recciving partv's posscssion wilhoul atr¡" 

obllgorlun rcsrlcting disclosurcl is indcpcntlcntly dcvclopcd by lhc rcccivints party rvithout brc¡ch of lhl.ç Conlrïcl: or is 

cxplícitly cpprovcd lbr n:lcusc by srltten authoriz¡lion oîthc tliscloslng parly. 

"ChnlSufalipX" nìr.ms ã) revisions rrnd lnodífications tù the Solhyârc to r:nhoncc lì:nlurcs rnd lunctionality bul ¡vhich do nol 
íncludc chongcs to lho sÐurcc ctdç. nnd/or b) sekttíort of funç'líonnl optbns lÌom choiccsprovidctl çithín thc Sollrtnrc, 

"(:ont¡ãcl" tnù¡tns thc Stondnrrl 'l'crns und Contlitions, nll Eshibits, ony subsequent rlnrcndnrcnts, and nll docunrcnts tcl'crcnccd 
ßs inqorporûtcd into thc (ìontract 

"el¡lgui¿¡tíg4'nrcaus (o) ony morlificllíorr to or adcplution ot'Sollsnrc or n .Systcm. or (b) ilny new componcnl Dr e!'cessory' ot 
ncrv code. nhcthr:r prcporcd. crrirtcd, or devr..lopud by thc Conlmctor or ûn corllrû0tor â1 thc Cily's rcquesl as a rrork lor hirc. by 
thô (:ity. or by llrc City in conjunction rv¡lh iny corrlractor, 

"Dsl¡¡afsÞLt$" nrc¡ns lhe mcilns thc goo<ls or Scrviccs or Domnlculatlon or othr¡r tanglble uork Prortucts descrihcd in lhc 
Statcment of \\'ork. to hc providcd to tùc (Ìity by Corhi¡ctor. 

Contrnqt 30003359 Coalfire Systcnls, lnc, 
Pagc 2 of t7 



18ffiå4s
 
"l)ocuntcntrtiorr" ¡rteans llscr nlcnuûls. rsork producls. qltd olher rrriilcn nralcrials in eny lornr lh¡t <lescribe lhc lþaturcs or 
functions olthc Sofì*'arc. S¡;tettt. or Delivcnblcs, inclurling hut not linriled to publishcd ,spccifioutions. morkcting mltèrial$ 
tcchnlcnf rnanuols. und opcralíng lttslructions pruvidcd lo thc City. or rcrd¡ly avû¡lablc to thr; public. or ns rcquircd to bc 
produced by (lontracklr suhjccl to thr,' lsms olthis C¡)nrract. 

"[tto¡" ntcans rrny defect. problc'm. condition. bug. or othcr prrtíal or complclc inrbiliS.ol'o Delívcrâblc lo pcrlìrrm cither ln 
accoldnnce tti¡lt lhc upplicable Âcceploncc C¡itcria. Spccificatìons, or hr thc satnc mtnnur in rvhícll it o¡lcralcd a-s of the 
r\cccptuncc l)alc, 

-'ljix" nlsms o corrcction lo Sollrrure or olhuìr l)clh,c¡ab[: thul does not luncrion o¡ opcrntc i¡r ucuordunce tvirh thc opplicablc 
Specitications. Â l.'ix is not a M(dilication or Upgrade. 

'ltsdt$tst'mcans nny cqulpntenl. rrtachirrcry. dcvice. tonl. con¡putcr, conrputcr component. cornltuler Systen, lnctuding add" 
ons. or pcriphcrnfs ol'lrngiblc fornt togclhcr rvith lhc ncccssrry supplies for upkccp ond r¡roíntcn4ncs.. unrj gthcr sppûntu$ 
ncLTss¡¡ry lìrr thc prripcr opc¡allon. n¡orlifìcation. or supporl ofa Syslcm, 

"ùlc!gl!úq&ç[" mcans uny br,:ach of fhl.s Contrncl ùnl (u) c'ause.s or nray ccuse subsront¡Bl h¡nn to lhe Don.brcûchlng p¡rty: or 
(b) snbstrntioll¡'r.lcprivcs thc nort-breachíng pnrty ofthe benefil ít ¡enso¡l¡bly cxpcctcd under rhls Corrtruct. 

"OÞcfalh¡8 $)gcln Solìrr'{U" mea¡s any compulcr pruBrûlu P¡od¡rct thal is instolled orl, and is fl contponcnt itrtugral to rhc 
tÌnction and basio opcralíon of the Hardrr,a¡e ol'o specilic dnta-pmccsshrg Systcnr or platform ln ordir lo alton Ûsen ¡nrt 
npplir'ution progrnnrs to rnokc usc r.rfil. 

"8Edgsil9" nlcüns Sofhrarc, ll¡rdlurc, Documentation and supplles, $iervices íncludhrg rv¡ranly ien,ice$ professlonal 

:ffi:':::ï':iT;,iiii;iÏ,ï:Ïl;i:: 
nn,, ¡*:,iyiries requiru*d undc.hi¡ con,r¡c,. *y or,,ri.r, 

Contmctor nlny be providing in rvholc or in pud., 

*Bssd$" means lhc Rcpon on Conrplloncc attd nny associatcd uorkírrg pnper.s, notcs ond olhur rn¡ltcrlgls ¡rtd Ínlbrn¡ation
gcncrotcdintunnec¡ionrvithanÂsscssrncnt.includingacopyol'thir(Ìonlrocl,. 

".Strviccs" mouns hoth ordínory anrt pnrlì:sslonol scrviccs as r,:quireiro bc pcrfornrcd by Contractor undcr this (lonfr¡ct for the 
Cily ns scl fodh ¡n thc Stûtcnlenl of Work. 

"SIb!!¡Il" nrcnns lhc. including. rvitlruut líurítotion. lhc solht¡re applir:atlons. ¡rrotlulcs ¡urd L\rnìputer programs uscrl in any City 
Systcm ns rrtll as any (luslo¡nlzotion. diognostic soflrrrre. inleroctivc computi,r scrvíce for cornplioncc ¿s*sessmenl fln¡ 
münogcmenl solulions. Updolcs. (Ipgmrlcs anrl nny rclnted Documcnlolion, includirrg rdthou( limitotion. all function¡lity, rvcb. 
stniccs. supplcntcttls. add.on cornponcnls. contcfions, uoditìcalions. bug l:ixcs, cnlttnccmsnlñ and othcr opplicutlons. ncrv 
versions. rclc¡scs. ilttl progrartts covcrurt by $enlccs suppllcd by ('ontracor to thc City undcr lhis Counct. to tlc cxtcnl thol 
such llelns ôrt nol.dr?ornplníed by r separotc cnd r¡ser liccnsc agrrcnrunt, 

-Sæsifl-cali0nÂ' nteans lhc lnost currtttl $tùrerìlerrt of cryobllitlcs, lìrnctionolity anrl pcrlbrnrance requircmcnls as sct oul in the 
Âccr:plance Critcrlû. lhc Stste¡lrent ol l\'ork. Docunenl{ition, Conlrocror's Pmposol orrd I'roposol Ckrrilìc¡rtions. and thc Cíty's 
Rcquest lor Pro¡rusols. 

"storemcnt of WoJk'6Olv) n¡cÍtns lhe sríllen dc.tnílcd Specilìcotions olthc l)clive¡ablcs or Scrvíccs(s) lo be delivered lo thc 
Cíly by (:ontrabtor sulrjcct trr thc ter¡rs and conrlitions ol'this Contracr. 

'Êg!rotracOl" nìcîns 0rty pcrsttn or busirtcss crìli(y cnrployed to pcrlbrm ull or pan olan obligatíon olrhís Contraot urrdcr thc 
coItrol ol' Conlr¡lclof. 

"$J¿dlqtll" meûns collcctivcl¡'olt Products. t-lurdw¡ru*. Sollrva¡c. ¡rnd olher langiblc conrponcnls and i¡rtcrfnces. 

'I&@-' mcans a chnngc, nrodillcation. or cnha¡rcentent lo thc Systc¡n or So,ìrìaru. antt ¡eluted l)ocuntcnlulion. rrhich hnprovcs 
Its ¡crlonnnnce or clTcicno¡., but does nuLaller ifs corr: funclionntíly. 

"UDStgdé" rücûns 0 nÈrler. bettc¡ vcrslon. change. nrodifìcation. of enhflnccnlcnt to thc Systctn or S(rllwüg. tu¡tl ¡clalqd 
l)ocumcntaüon. rvhlch Íncor¡xrnrlcs nrajor n!.rr fcallrres or irrcrc¡tscs Ihe con¡ funetionllity of thc S)'st6nt or Sofìwnn nnrt rn'.ry bc 
col¡sideært o ncrv vcruion. 

"ll¡¿¡' tncansant peßon cmplo¡-cd or norking on bchrlf oltheCit¡,, its Bur.our, l)lvlsious. oùiccs. l)írcctors, anrl nny pcrson 
or cnl¡ly undcr contmcl or alllnr¡zcd b), lhc Clty to provklc it rvith Scrvices and to usc lhc (Ìig's rosorrrccs in rvhotc or ¡n òr¡q in 
lhc course olossisling the (:íty. 
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¡r, cr:Nr:&\t, PRovr$toNs 

l. Ac*ss lo Recordr 
'lhc (bntracror slnll nralntoin, nnil the Cig of Portlaíd ("City") íurd ils duly ûuthorizcd rcprcscntttitcs shall havc gccess lo lhc books. 

docunrents. paprrs. antl rccord.,i of thc Conl¡sùtor lvhich arc rJircctl¡' pr'rtincrrt to thc s¡xcific Cont¡acl for lhu purpov: crf mnking nudit. 

csunrination, c.rccrpts. ur¡d tr¡¡nscripts for u pcriod olthrcc ¡'cars oßer fÌrnl payrncnt, Copi,:r ol'opplicablc rccorrls shnll bc rnodo availuhlc 
upolr Nqucsl, Pr)mcnl for cost of copÍcs is rcírnbu¡srblc by thc Cíty, 

AurJit.s 
(a) 'thc City. cíthcr dirucrl) or through n rlcsignntcd rcprÈscntrlirc. moy conduct lìunnciul ûnd pcrlonìtuncú uutlits ofthç' ttíllings nnd 

Services sp,ecitìed in lhis Contract rt nny timc ín the co¡rnc olthis (iuntruct nntl rluring lhc ürrr:c (3) ycur perlod established by ticclion l. 
¡\cce¡s to Records. Aurlits rvill bc cr¡nrluctcd in oucordunru rvíth gcncrolly acceptr"'d auditing stnndards as fìronttrlgatcd in (ìqvcmnrcnl 

¡tuditine Slnnd&ds by lhe Cbnrprrollcr Ccnurul of thc Unhed Stat¿s Oeneral Accottntíng OlÏcc. 
(h) lfan audft rlisrlosùs thît pr),¡ìrenls to the Coulrûclor rrere ín cxce.ss oflhË ûm(tur¡t to rrhich thc Conlractor !!ss cnl¡lled, then lhe
 
(bntractor shall rcpoy fho' anrounl ol'thc qxccss h lhc Çit¡'.
 
(c) Ilany uurli¡,shorls prrlìrntrurrce ol'Sr:rviccs is not cllicicnt irr uccordancc rvith Covcmmcnt Audilina Slondn¡ds. or lhrt the progranr is 

nol elìèctivc in nccordnncc Nith $ovemnrcnt Auditins Stondords. the Cily nrûy pursuo ûrììedicr prot'irlcd uudcr Sccliun 5. lìarly 
Ter¡nlnatlon of (lonlr¡ct anrl Ser¡tion 7. Remerlíts. 

J. Effccllve Date and Durallon 
'tho plsagc ofthc Contruut crpiration daft: (rs rccorrtcd on ruvcrs$ sidc) sho¡l úot c.\l¡nguish. ptejudícc, or lÍrnÍl eithcr plrty's rfght to
 

cnfr¡rcc thís Contrdcl rvilh rcsprct to nny rlcfault orrjclcct in pùrl'ormûncù thûf hos not bccn cure*d.
 

.1. Ordcr of f rcccdcncc
 
Thís Contmct Èonsísß of the terms ftrd conditíons of this Colrtracl, lhc Rcqucst t'ur Proposols (RltP) issucd by thc CÍty, ilany, onrl tlrc
 

Contractor's proposul ín rcsponsc lo lhû Rl,I'. tn lhc cr.cnl ol'û¡ty appnrcnl or ûllegcd c{nillcl hctlteen lhe,se vorlous rlocumcnt¡ lho
 
l'oltorvíng ordcr of pnccdcncc slnll opply to rcsolvr; thc conlìicl: a) thcsc Tcrnts tud Cortdi¡ions, b) Sltlcntent of Work unrl Payrncnt
 

Sohcdulc: c) nny erhibíts attuchcd lo ùe Contruct, d) ùe Cilt's RFP I l5 lE I (incrrrporatuil by tlris rcfcrcncc).. and c) lltc Contrnctor's
 
proposîl in rcsponsc to thc RltP (hrcor¡nrntcd by lhis rcfcrcncc).
 

5. EarlyTernrlnationofConlrrct

(¡) 'l'hr¡ Cily and thr: (lontnrclor. b¡' mutual rni[cn (lontrncl. mûy tcrminak' tlris Contrnct tl ârìy linìe,
 
(b) Tl¡o City, on thirty (30) ttnys $rittcn noticc to thc (buuaclor, mny tcrmirntc lhis Conlr¡ct for ony rcusou rleerned approprintc in ils solr; 

discretion. 
(c) liithcr rhc City ur rhc (ilntr,lct0r il¡ry lcrmin0lc this ('ontrnct in lhr: ovcnt of n brench of this Contmct by the other, Prior to such 

tcrminalion. hosr:vcr. thc purty sccking fhc tcrmin¡tion shnll givc lo lhc olhur prrty \rdttcn noticc ol'thc hrc¡ch n¡trl ol'the ptrly's ¡ntÈnr k) 
temtinolc, I fthc party hrs not entirely cured the brench rvilhin lIlìeen ( I 5) do¡s oflhe notice. thsn the püt)' gi\'¡¡rg lhc noticc muy
 

lcrminÊtc th¡s Contract at n0)' l¡nre thcrcalìcr by giving ¡ rwillcn noticc of tc¡ninnlion,
 

(r, Payntcnl ort Early Ttrminatlon 
(e) fnthecÌ'cntoftentrir¡ûrionundcrsrrhsection5(o)or5(b), Fl¡rlyTcr¡nln¡lionofConlracthereof.theCityshrtllpnylhcCotllr¡¡ctorfor
 
rrork ¡erlbrmed in nucordance rvith this Contract príor to tl¡e tcrntinntion dntc,
 
(b) lntheevcntoftemrinotionund¿rsubseuion5(c), llarly'l'ernrinallonofConfrrclhcreotìbytheCbtrtractorduetoabrenchbythe
 
Cfty. then thc Ciq'sholl nay rhc Conlnctor as prov¡dcd in subscction (a) olthis sectlon.
 
(e) ln thc cvcnt of tç.rntinntion unú,'r srb*,r,'tíon 5(c), þlarl)' Tcrmlnatlon of Conlrocl horcof by thu City duc to u bn:nuh by thc 
(lonrroctor thr:n thc City sholl pay lhc Cönrroctor as pmvided ln sub¡cction (a) ofthis Section, subject lo sèl offofcxcess costsr 0$ 

providcd lor in subscclir¡n (u), Rcncdtcs. 
(d) lnthccvcntofcorlytcrmínntionall ofthc(:onract()r'stvorkProduclrvill bcconlunndrcnlûlnpropcrl)tolil1t'C¡t),. 

1, Remerlles 
(¡) lnthccvcntol'tunnin¡¡rionuntlcrsubscclionS(c).8¡rlyTcrmln$llonof(Ìrrnlrac!lrercollbythuCityductoubr¡:uchbythç 
('o¡l¡ractor, then the Clty ruay complete ùrs work clther itscll. by (lontracl rrith alrothcr contractor or h-v t comhÍnatlon thcrcoL ln tl¡c qvcnt 

thu crr$ ofcon¡rtuling thc rrork cxctcds thr: remainlng unpairl brloncc ol thc totul uompcnscliorl providcrl undcr lhis Contracl, tl¡cn thc 

Contraclor shull puy to thc City thc omount ol'lhe reasonoble escess. 
(b) TûurcmctlicsproridedlolhcCityunderSÈction5.$larlyTcrmlnationol(onlrnctundScc{ìonT,Rentcdle¡lorabrcachbythc 
Cbrttraclor¡lrollnolbcexclusivc. Thç.Cit),olsoslnllbccntitledtoanyotherequitableandlcgulrenctlicslhatarctvailoble. 
(c) ln thc cvcrrt oll¡n:ach of this Conûact by lhr Clty. thcn lhù Conlr¿clor's rcmr"ty shnll bc llmitcd tu lcnninatíon of this Contruct rnd 
receípl ol'poynrcnl as p¡evidr,:d in subscction 5(c). ßlarly'l'crrnlnatlon ofConlr¡ct onrl $ub$cstion 6(b), P¡J'¡¡cnt on Early Tcrnrinatlon 
hereof. 

8. liuhconlrRcls and "trslgnmenl
Conlractor slall nûl subc{rntr.¡cl írssign or lranslèr ory.ol'lhc work scheduled under llris Conimr:|. rvithoul thr: prÍor rvriltcn consont oÍthe 
C¡ly. NotvilhstontlÍng C:ity ûpprovol of r Subconlractor, thr! Controctor shtll þ*nr¡in obl¡gntod lbr l'ull pcrlonnance hcrcundr.r. ond thc City 
sh¡ll incur no oblþalion othur thun its obligotlons lo dlc Contraclor hercunder. 'lhc Conlrnctor a¡rccs thrl ;flJubconlractors !r€ c,¡rploycd 
ln the ¡rcrlbnrruncc olthis Contrûùl. thu Conlnrutor ond ils Subcontmctors arc subJccl to the requlrÈments and sanctio¡rs ol'ORS Chaptrr 
ó5ó. Workcrs' Cornpcnsation. 

9. (ionrpll¡ncc witb Appllcahlc l.aw 
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l¡t conncclion rvith ils aclivitlcs undcr lhis Contract. Contrsclo¡shull conrply nith all uppliuublc lbdcr¡|, slûlc ond local tnw.'i and rcgulutíons 
inclrrrlíng thc City's l'ir¡ual llcnclìls Ordinoncc nnd lts dnlinistrutive ¡ulc$. nll oîrvhich arc incor¡rorotid hy this refercrrcc, (lontrucior 
agrccs it is currcrtlly in complinnct rtÍth nll to,x l¡s,s. Contraclor shnll comply nith 'l'irle Vl of thc Cívil R'íghts Âcr of I 96C ond its 
concsponding tegulatiohs as I'urthcr r.lescribed al; http://rnvrv.poílondorcgon,gov/bihVartíclc/.|.16806. I:nitu¡c fo comply s,ith rhe 
Ordinunct pcmrits lhc City to itnposc sonctions or rcquire ren¡edíol actions as sratctl llr Scrllion l3.l of tic ad¡uinistratii.c n¡ics. Contrriclor 
shall conrplctc lìxhibit B. W<¡rkcrs' Compcnsction lnsurancc Qucstionnairc, rlhich is attoehcd hcrcto ind by rhls relèrcncu mndc u part 
hercofl 

9a, lrtdcmnlty - (lleimr for Othcr than Profcsslonal l,lehiliS.
 
Conlractur shotl tlcfcnd, savc. ond hold harmlc.ss the City ofPr¡rtl¡ntl, its offìccrs. rgcnts. ûnd ernployccs, fronl all cl¡inrs, sulls. or sotions
 
ofrvlralsocvcr naturc. includiug intentional acts. resulling lrunr or',lrising out olthe ûçliritie.s otContrûo(oror ils Srtbcontrnctor$. agcnls or
 
cmployccs untlcr thls Conlracl,
 

9lr. lndcmnlty - (llalms for Professlonal Llability
 
Cont¡rtu(t¡¡ shall du'fon¡J. solc. ond hold harmlcss the City ofPonlnnd, its o,ìÌc'crs, agcnts. and ctnptoyees. tïont ull cluir¡rs, suirs, or actions
 
nrlslng out of thc pmfessionrl rrcgligcut ¡ct.s. Ërro¡s or oí¡issions of Conllaetor or its Sltbconlmclors ünd sub-corsulfonls. ûgcnls o¡
 
ctnplolucs in pcrlormancc ol'proßssionûl Services under lhís ConlrBcf, ln tKr cvcnl shull Contrnctor's liahllìty unrlcr this C:onract cxcccd
 
$3.000.000. 

9c, lnrlemnlty. $lnnrl¡rtl of (lare 
llContrtctoCs Surviccs h¡volrc clgir¡eerirrg or consulllng, ll¡c s¡unrja¡d ol'corc applicablc to Conlrûctor's Servicc rvill bc thr: degree ofskill 
und diligcncu normolly entplo¡'cd by professionol et¡gftrccô or cohl¡ttunlu pcrlbnnlng lhe same or slmilnr Scrviccs ut thc time such 
Servíc'es ntc pcrtbrntctl. (Ìont¡octor rvill rc-¡ærli¡m ony Scrvlccs not ruectlng thls stanrlnnt rvlthor¡t nrtditionol compcnsution. 

10. lnsurencc
 
tixhiblt C is henby relerenced and mnde n pon of this Lbntract.
 

I l. ()wn*shlp of ìYork Producr 
(a) 'IÏc City undcrslc¡rds ûsl the Conlraclor is cngâgèd to use its ekisting knorvlcrtgc, troining. cxpcrlence uld proprli:túy ntclhodologics 

(:Conlmctor Mtthotlologics") to asscss lhc Cily's inl'orm¡tlon tcchnology System an.l ccnâin sccuiþ nspects thcreof and to providc n 
uriltcn rcport rcgording such sccurity uspects to dre C¡ty, Thc Dolívciables, os dcscribcd ín rhe upplicubìc Slatc¡ncnt of Woril, rvill he 
o*tted by lhè City and, $ubjccl to sttbscction I l(b) bclos'. lhc Contraolor anrl thc Clty ir¡tr¡ntl Ih¡¡t suçh so¡k llnoducl shnll be deemcd 
'trutk ntodc t'or hire" of shich the City shall be deemed ûe nrrüror. lf for any rc¡son r rroik Product is deernc<l nol to bc ¡ "rìurk madc fo¡
hirc"' thc Conl¡aclor hertb,v irrcvocably-asslgns and translb¡s fo lhc Cily all right. tillc nnrJ intcrest ín such uork Producl rvhorhcr arlring 
fi'ont copyright, palcnl. lrarlemnrkr lrûdc $ccrcl, or nrry olhcr slolu or l'cdcral intcllcctual properly lnrv or <lostrincs. Subjcct to subscctioi 
I l(b), Conlmcfor rvoivcs oll ríghts rclnting lo no¡k Prodrrct, including any rights nrisíng undcr I 7 IJSC 1064. or f¡ny other rlp tts ol' 
authorshi¡ identificalion or npprovnl. æstriction o¡ limihtlou on us: or subsr:qucnr mo¿itìcîliorìs hr the Deliverables. 
(b) Nohvlth$ottdirrg on¡'thirrg lll this Contracl or On:gon l.urv to thc confra4,, lhe Citl s'ill not ucquirc. nntl rho Contrnctor will nor assþn. 
ony right. lillc or ¡nlcresl ín or to the Contraotor lvlcthodologi'¡s or any lcxl, data or othur noterlals lhat $ïrc otrnùd by, or licenscd to. th'e 
Cbntractor prior fo thc Conúrctrlr's perlormance of Scn'iccs under thc opplicablc $latcnrcnl of Work (''Prc.e.xistíng lntcl¡,vluul Prupcrty.).
Âs bclue cn thc ('onlmclor ild lhc Cily. thc Conlmclor ¡s ortd sill ren¡ain lhe orçner of utt Prc-cxlrring lnlcllcclual trro¡rcrty nnd nll 
proccsse.s.¡noçrJ¡os'.muthotlclogicsundtcchnologtusedlnco¡rnccllonrvithprovlrtingtheSewiccs. lforryDclivcrablc.asdcsc¡lbcdin 
thc applicablc Stotcmcnl of\l,o¡k. includcs any Prc-exisllng lntellccrunt Propert¡', thc Ciontructor hcrcby granls to the Cìty o perpçhtû|. non. 
c-sclu-sive, royalty.ficr; liucnrr: to mukç ¡r rcusonnbtc numbcr ofcopics ot'suci¡ l)clivcrables (rvirh the Prc+xistíng lntcllcciuai Itropcrt¡ 
thuæin) sulcly t'or thc City's govcrnmsntol purposcs ond to the extenl th$t such licensc is Ìcquired to cnablc thc Óity to rnokc use olthc 
Lbnltaclor's licrvíccs hercundcr. . 1ltc City htrcby grartls lo lhe Chnlrûctor û perpcluol. lron-uxclusivc. royatty-lìcc lir.cnsç. to usc ûny neìv 
knowlctlgr". tcchniqur;s onrl rnclhotlologics tlcvctopcd by lhc Contractor in thc perlbnuance ofthe Serviccsind lhc rn)ûlion oI lhc 
Dclivcrablcs. 

¡2. EEO (lertlficatfon 
In ¡he event C-onlrítclor Írmvides in exce.r.s ol'S2.500.00 for Services to thÉ City in ony liscol )cnr. C:onlractor shall ohtnln ü0O
 
ccnílÌontion fnrlrr thu City.
 

tJ. Equrl llcnefif¡
 
Cbnlrtclor mùsl comply wilh thc city's l'lqual Bcnclìts progral¡r {Ls prcsrrihcd hy Cha¡rer 3, 100 ol'the Codc ol'the (:ity of
 
Itortland. 'lìc rcguircd l)ocumcntalion mr¡st l¡c lì l:d rvith Procurcmunt Scrvíccs. Cltyof Portlantt, príor to Conrrlct ciecution.
 

Nondiscrimln¡¡rlon 
Contraclor a8rÈcs to cornptv s'ith oll applicoblc rcquircnrcnts of ltdcrnl nnd stalc cívil rights anü rchabilitotion stnrutcs, rulus, ond 
tcgulalíons, Conlractor nlso sh:rll comply riith tho Âmeric¡ns With l)is¡bilirícs Âcr of l-9 9f) (Pub l. No. l0l -33ó) inchrding 'iitle I I Df rhot
Âcl, ORS 659'425. and oll rcgulatlons anr.l r¡dministmtirc rulcs ostablishetl pursuqnt to thoe: laìes, 

1.5, Succcssors lo Intere.rl 
The provisions ofthis Conlract shall hc blnrling upon and shall inuru- to thc bcncfil olthc parlics hcrcru, and drcir rcspcctirc succcssors un¿ 
upprovcrl ossígns. 

¡6. licrerabillç' 

Contract 30003359 Coalfire Syslcrns, lnc. 
PageSoflT 

t.l 

http:Intere.rl
http:ol'S2.500.00
http:harmlc.ss
http://rnvrv.po�londorcgon,gov/bihVart�clc/.|.16806


reü14#
 
Thu pofics ogrcc lhlt il'un¡' lttrur or proviriion of llris Conlrucl is declnrcd b)'n court ol'conrpctent jurisdictiou to bc illcgnl or iu r:onlìict
 
n,ilh ary lart', thu valirlit)'of tho remaining terms antl provisiuns shull not bc irfìì.elcrl. ond thc rìghts rnd obligatíons of thc pnrtíes shall be
 

conslrucd and cnfilrccd ss lltho Contract d¡d nol Gonlain thc' particulnr lcrm or pruvísion hcltl to bc invalid.
 

t7, Wah'er
 
'l'he l'slluro o[thc Cily to cnlorce any prorision oflhis Contract sholl no( constitutc rt rvuivcr by thc Cíty ofthut or rrny othur prov¡sion.
 

18. Hrrors 
Thc Controutor shnll perl'orm such adtlition¡rl lork'.s nrny be necessnry lo rtrrêcl Enoni in tlrc wo¡k rcquircd undcr úls Contrtct rrìthout 
unduc dcluys nnrl çilhoul odditionol cosl. 

t9. (ìovcrnlng l,arv 
Theptovislonsol'lhlsContrûstrilrall bcconstnrcdinaccordanccrviththcprovisíonsoflhclarrsoflheSltteol'()rcgon. Anytctíonorsuits 
lnvolving ûny question orlsíng under this Conlrnçt [lust bc broughl in the upprupriute coúfl in ñlultnomah Coung'Orcgon. 

20. Anrendmcnfs 
Àll chongcs to this ContrrcL including chnngcs to thc scop€ olrvork nnd (:onlrûct artþunt, nìuNl h€ nrûde by nritlen Arnendment nnd 
npprovcrl by tho Purchnsing, ¿\tent to be rolid, rlly r\nrcntlrtreul thut incrcares the original Cnnlroct nnìounl by moru thnn 250,6 must bc 
approrcd b¡r thc (lity Council to bc r'nlid, 

21. Br¡slncss'lhxRcglstrâllorr
'lhc Controctor shlll obtoin l Cíty olPortl¡nd busíncss liccnsc as rcquircd by ltC( ?.02 prior kr bcgiuning *ork u¡rdur th¡rl C:ontrûùt. Tle 
(ìonl¡actorsh¡¡llprovidoobushresslicouscnu¡rrborinlhospucu'provirledonpugeoneollhi$Cùntrùct Âdditionolly.thcContrqctorsh¡ll 
pcy all lbcs or torcs tluu unrlcr the ßuslncss l,iccnæ Larv and tlro ñ{ultnomnh (lounty Busíness lncorne Tù\ (lvlCC Chaptcr f2) during thc 
full tcmr olthis Conlroct. l¡oih¡rc lu bc in contpliunce ntily resull in paymcnts duc undcr thís Cbntrûc| to hc rvithhcld lo salis['anrount due 
undcr llrr; Busincss Licerlse l.arv anrl thc lvlullrron¡al¡ County ßuslness lncor¡c 'lhr l,srv, 

22, ProhlbÍtcd lnlercst 
(a) No Clfy ollicer or cnrployce dlring hls or her lenurc or for ono'ycar lhcrcollcr shnll have uny intsre$l. dirèct or lndirccL in lhis Cbnlroct 
or lhe proc*cds thcruf 
(b) No City oüccr or emplo¡'cc rrlro parlicipulcd in the arrtrd ol'this Contruct shnll llc cnrployr:rl by lhu Conlruclor durlng lhe pe riod of
 
this ('onlruct,
 

2J. Paynrcnt lo Vçrdorr rild Sqhcontrf,rlors
 
The Contmcklr shall timcly pny oll supplicn. lcssors and contr¡clrrrs p¡ovitling it Scnices. nrateri¡rls or equipn¡cnt l'or canying out ils
 
oblígolions undcr th¡s (:ontrûct, Thc Contnìctor shall not lnkc ot fail to lakc uny actit¡n in û mo¡ìner that cûusès lhù Cily or ony ma(c.rinls
 
that thc Cbnfractor pmvldr's hcrcundcr to bc subjcct to any clnin¡ or licn olnny pcrson wilhorrt thc City's prior rwitten conscnt.
 

2.1. Ëleclronlc Slßnàlurm
 
'llre City antl Contr¡ctor nray conduct tlri.s Úansrctlon, Íru:ludirrg ûrty Contrûct ¿\mundmunl\ by clevtronir; nrecns. includlng
 
¡ho usc ofcluclro¡tic s¡gnaturcs.
 

25. Thlrd Parly Beneflclrrles 
'lïcn¡ ¡rc no third p0rly bcncliclo¡ir's (o ùls Chrrlrüù|. Dnfonomcnt of this Contract is re scrved to thc Padics. 

26. Responslhllftie¡ of lhe CÍty lhc City rrill rcasonabl¡' coopcrÀlc rvillr L*ontrûolor u¡d lukc ull aclions rcasonahly nccgssûr)' to 

cn¡blc C'ontraulor to perlbrm the Scrviccs contcnrploted hcrci¡t ín un cfìì:ctlvc u¡rd clììclcnt ntanncr. l'ho City is rcsponsíble' 
I'or nonconfornritics crising lÌom inuccu¡ate. inouthcnlic or incomplefc dotn or inl'ormction pnrvidcd by the City, o¡ lbr 
tbilurcs or dcluls arìsíng l'ronr lnck of coopcmtiou of thc City. 'ltc Cify is t"urlher rcsponslblc l'or lnlornring Conlrûqtor of
 
arry charrgcs to thù í[lòrntûtíon lrrrsclttcd to (bntmctot
 

2?. Contractor'¡ Ë¡amfnltfon The City acknonlc<tgcs nnd agrets thût: (i) ûny outcotnc ol'lhu Services involr,írrg tnmpliancr 
¡sscssmènl ls lhnltcrl to n poínt-ln-lhuc c,taminotion of the Clty's conrpliancc or rcn-cornpliance slât{s rv¡th lhe applicilbtc 
slanrlilnls or hulr.slry b¡,'st pracliccs sct fodh in the Scopc of \\tork in Exhil¡it & rmd (ii) ln asslsting ín thc cxiuninntion of thc. 
Cily's conrpliance or non'corn¡tliuncc.stôl¡rlr. Contr¡clor n:lios upon riccurots. tutl¡cntiu ùrd ùonlplele informatlon provldcd 

hy the (:lty os n'cll ¡s usc olcçrt¡ln $Bnìpling tcchnirlues. 

28. r\b Líobllfty for P(ll tilanda¡ds ttr: Pulícs agrce that Cont¡octor s'íll lrare rro llahilíty lbr nclions þ' PCt Securily 
St¡ndsrds (louncil (PCl SS(l) or PCI SSC's mcnrbr.r organizutionq thuir umployccs, oflicers. conlroclort ÉubcontrûctoÌs or 
alììliatcs rvith res¡rect io lhc City's Corrlidcnlíal lnfurmüliou contohrcd in thc l"t¡rmnl crìnrpliûncc r¡llÈstntlon rtport subJect to 
slondsrd$ publl¡hcd by lhc FC¡ SSC (including, but not li¡nitcd tù. RÈÞort on Conrpliancr:, Rcporl on Valldation. ÂSV
 
Vulncrabllity Scrrn Re¡nrt. nntl ofhcr rlevelopd mntr:riols).
 

2t. P(:lRecorrlRctcntfonRcquiremenls'llratie'n'ic'o-rct¡uestedb¡'thcCíþ'fnthcStatunL'ntofWo¡lilìrunrlinßshibit^ 
inclurJc an Âsscss¡ncnt. nnd notrvilhslânding anylhing in lhis Contruct to thc conlrar¡'. lhe City ucknorrledgcs orrd sg&\:s thol 
Contrûctor ls rtquircrJ lo, ond nrû)'. coinply nith lhc n:cord retcrrtion policies of PCI SSC or sr¡ch hrrrgcr pcriorl of tímc 
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rcquirùd lo satiuli'un¡'upplicnblc lcgul or rcgulotory rcquírcments. ¡\tl such intbrmation shall bc hckJ confirlcntial irr 
occorduncc rrith thís Conlrncl. Nohvithstonding any agreemcnl bulrrtclr the Prtics to lhù conlrûry. and lo rncct urmpliance
 
reqttlrcmcnß imposed by thc PCI SSC. tht Cil¡, undcrstorrds and ngrccs thul. tvilh rloticc to thc City. Conlractor $llt bü
 

pcrfi¡¡tled lo strbnril the Rcsrrlts ofcach Assessnrent to rpprcpr¡fltÈ psrlics ot lhc PCI SSC or irs afliliatc pryntent b¡ands. 

30. Authorizallonfor.riyrtemSccurltyTclting'ltc¡^crriscsnqucsrcdbythcCityiuFixlribilÄ.fhcstalementofWork 
includc lcchnical security lcs(ing. nenclration tosríng (iucluding ph¡rícol, upplícatlon, cthlc¿l or netrrork pc¡tclrûtíon
 
irsscssnlcnl ond tcstìng) ond compulcr forensic Sc¡viccs. Cbntractor is hcrcby authorlz.cd to pcrfonn those Serviccs
 
idr'ntlficrl ílt tl¡e Slotctncnt oflVo¡k subJccl to this Controcr Ðn S¡sfcnrs. íncluding IP arftl¡esscs. idr'ntifìcd by lho City as 

rvilhin scupo. Thc Cit¡ ls responrrlblc tilr atlvcrsc cons€qucnccs rcsulfing frorn inaccurotc inft¡mratíon, iucluding inacuurate
 
lP ¡\ddrcsscs. furnished by thc City rvith rcspccl to uly fiyslell.
 

Jl. Navl¡Serrlccsqn.¡AdvisorSupporlThesewiccsru*questcrlbythcCityinF.xhibílA.lhcStrfcmc¡ìtol'Wo¡kincluderhc
 
Cit)".r acccss to Contractor's N¡{VlStr S¿rvíces (i,c.. hostod compllaacc ossessmenl or mûnngcn¡cnt soluti0ns Sofhrûrc
 
modulcs). Subscríplions lo (lonf¡¿ctot's NovisÐ P¡odrtcts enlítlc lhu City to Sollrvcrc accuss lbr n l2.monlh pcríod or for 
lhc lorm lipulatcd in thc Stotemcnt of Wr¡¡k subject to this (:onlr¡ca. Rcosonublo ûccess to n Contraclor sdvisoc lf
 
purchasr'd $íth QSA.lcd SÂQ Services. is avaíloble rvillin thc lì¡st g0-days ol'scrvicc initiation to support usc ofN¡vís$
 
Sofìrrttc ond cuJfomer compli¿ncc issuusl thcrcoflcr, (bntrnclor adiito¡s ¡rrc. nrailable for quorlcrly chcck-i¡ts for up to
 
one.halfhott¡cach. and nn advisor nrry proacliu:ly contnct thc City to pnrvide thls lì¡llos'up suppoÊ dddit¡onal support
 
linre may bc purchoscd. if nr:cdcd, b+¡ond lhc iniliul 9O-rlny timcframc nf thc (Ìityis rtqucst at thu rutc tistcd ín Exhibit ¡\
 

lll. OPTIO¡\*AL PROVISIONS (sclectcd by City Projcct Manogcr)

J2. ,\rbllr¡tlon: /-rJ Nol Appllceble /-/ Applìenbtc (consult u'llh Clt¡ Atlorney'r Oflicc beforc flnntlzlng as eppllcable)
 

(a) Ány tlispurc nrising oul ofor in conncclion rvílh this Conaacl, rvhlch is r¡o1 sclllul by nrutrrnl agrcomcut ofihe Co¡it¡nctor and
 
lltc City within sirty (60) doys ol'notlficutir¡n ln sriting by cithcr pat¡'. shall hs submítrcrf ro nn u¡bitrator nrutuolly ngrccd upon
 

. by the partír,'s. fn lhc evc[l ùc pûflics c¡nnol agrcc on the a¡bltrator, thcn lhc orhitrfllor shnll be uppointcd by thc l;æsldhtg Judgo
 
(Clvil) ot'the Circuit (ìoun of the Stutc of Oregon lor tltc Counly of lr'lulfnomnh. 'l ho arbhrotor shull bc solcctcd rvithin rhi¡ty
(30)dnysl'runrthccspírationollhcsixty(60)daypcriorl[ollorvingnol¡f¡cnf¡onofthedlsputc,'l]rc¡rbitratíon,nndanylirigation 
nrisirtg oul ofor ln conncclion rlilh thís Contrncl. shall b¿ conductcd in Ponlnnd, Oregon, shall bc golemed by thc hns olthc 
.Slatù öf Orcgon. and shall ha rs s¡xedy ûs rcasonûbl),¡ìossiblc. 'llc applicolrlc orbitr¡tion rulcs lbr thc tvlultnomol¡ County cqurts
sltolllpplyunlcssthcpndicsogreeln\rr¡t¡nglootherrulos, Thcnrhitratorshallrcndmadecisionrvithinlorty.five(45)dàysof 
the lÌßl-nccllng s'ith ihc Contractor ond thc t)ity. Irrsofir ns thc Contrûcto¡ ond thc Cig legally nray tlo so, tiey rgicc io bc 
bounr! by ürc dc0ision ofthc nrbitrator. 
(b) Notwilhstanding any díspulc unrlc¡ lhis Conlracl, rrtrcther bctbrc or during arbitmtion, il¡r; Contractor shall conlinuc to 
pcrfornr its nork pcnrJing rcsolulíon r¡f I diÐutc, and thc City shalt nrako pûtntenls 0s ¡cquirc(l by this Conlracl for undlsputed 
porlíons of$ork 

J3. Progrcss RËpots! /_/ r\pplicablc /_X_/ Not ¡tpDllçable Tl¡e Conlrrctor shall provldc nìonülly progrcss rcþons to tho
 
Pnrject itlnnnger. lfapplicahle, lixlríbít Â should list rvhat informalion thu Cirnrrnctor nrusl inotude ln nronthly progress rcpofls.
 

(lontractor's Pcrsonntt: /-/J'1. Âppllcahle /-)t-/ Nof Applicablc Thc Cbntractor sh¡ll asslgn rhc follorr,ing pcrsonncl tu do
 
lhc nurk ln thc coprrcitles dr,'slgnalcdl ff appl['uble. list sclccled ¡,<lnonnct in tìrhibit Â. ]lrc (ìontracto¡ìhall not chan$-¡nrsonncl
 
æsignnrentv rvithout the prlor rrtittcn runsent of thc ÇíÞ,
 

JS. Subconlractors: /-/rtppllcablc /-,T-/Nol itppllcnbtc'tte (lonlractorshall a-ssign thr,. tbllorrhg Subronlractors to
 
pcrlirrmrr'orkinthecapaciticsdesignnturl: lfrpplicoblc,listselcctetlsubconlr¡ctorslnlìxhibltA,'fhc(Ìontractorshsllnolchûnge
 
Subcontroclor ¡¡ssi¡lnnrents rvílhoul tlrc prior urillen conscnt oflhÈ City.
 

J6. A(lll Plyments 

It is thc City's Polir¡y to poy ils Conrrocto¡ invoiccs vlo olectrunic lì¡nds tmnstèrs through rhc ßutomoìcd clcaríng, housc (ÂCl l) 
nc¡rvork. 'lb init¡¡ttc paymcnt of inr'olccs. (luntractors sbdl e.xocuic thc City's slantturd ACll Venrlor Paynrenl z\uthorization 
Contract rvhiuh is uvoilablc on thr: City's $ebsitc at ht¡pi/s.'u'ly.portlûndorc'gon,go\,/blyorticlc/409E34?. 

(lpon vcrilÌcotíon of ürc dolo pruvided, lhc Poyrucnl Äuthorization Contmct N¡ll outhor¡zè rhe City to dcposil payrncnl lor 
Scrvíccs rcndcrcd dircctly into Contraclor accounls rr¡dr fin¡ncinl inslilutiorr¡'. All payrncnts sh¡ll ho In Uniled Statcs curæncy. 

J7. Ilf crger Claurc 
I'HISC()N'[R^CT^¡rlDr\TTACHI|DEXIIIBI'I'SCO¡vSl'IlUTEriTtll:UNI1RECON'|'R^CTlll-:'nVDlìNTltl:P^R'rtES. NO 
w^lvER. coNsENl'. MODIFICA'IION. Oll CH^NoE Otr n:RMS OF']'HtS CON'¡'R^C'|-.SnALL tstNt) Etflü'lt p¿\R'l'y t,N|.¡;SS
lN WRI'|ìNG AM) SICNED llY BOTI I P^RIIES. SUCH \'^lVlill. C()NSnN'l'. ¡\4oDlFIC^]ION, ()R CH^NOE lF Ìvlr\l)t- SllÂLt. 
nF, EFFI:CTIVE ONI,Y lN SPIìCIHC rNSl' NCES FOR I'Hri SpECtrrC pt'RpOSE (itvl:N. TttERti NO 
UNDItRST^NI)lNüS. CoNl'R¿\cTS, OR REPRIìSIjNT¡1T,ONS.^Nl) ORAI, OR WRlTTÍ.:N. NOTSPECII:lDD ^REHERHIN tll:(¡ARl)tNc'IIIlS(:ONTRACI" CONI'IIACTOR.BYTIIESICNATUREOFITSAUITIORIZIiDRIiPRÍÌSEI{IA'TIVU,IIDR¡IBY 

Tl lA'l' HF. OR SHIì I fÁS RtiÂD 1r ilS CONI'R^CT. UNDËRSTANÞS lT A(¡RlitiS TO Bli BoUND tìy trs 
^CKNOWLED(ì|iS ^NDTF.RfvlS CoNDI l1 0NS. 

^NDContract 30003359 Cbnl fire Syslenrs, tuc. 
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CON'[ RACT FOR PROPESSION¡\L' TllCllNlC,\1,¡ OR EXPERI SERVICÈS 
EXIIIBTT A 

' 
Ståtûmcnl of the lVork 

,ryn,.,l,nÍ.nuaut, 

Payment Card Indusfr¡ Dala Sccurity Sland¡rd (PCI-DSS) - Contract SO,til between the Clty of
 
Portland and Conlfirc Syslems.
 

I. CONTRACTOR. SCOPE.OF V/ORK 

Co¡rlractor rvill provide the City of Portland, Burcau ol'Technology Scrvices (BTS):
l. 	A PCI Report on Compliance (ROC) tsscssrnent fronr a certifìed Qualificd Securily Assessor
 

(QSA) to bæeline the City's full and cure¡ìt corn¡lliancc status of three distinct payment
 

platfonns opcrated by thc Cíty, includirrg:
 
a. BTS' Paymenl Gateway
 
b.Parks & Recreation Bureau's online closs registration Systcms, and
 

c, Officc of'lvlanagernent and F'i¡tance's Slnart Pork lhcilitics
 
2, Rerncdiatio¡r guidance to supplcnrent the ROC in lhc fortn of a Gap Ânalysis including policy
 

lclnplales and renrcdiation cost eslimatcs
 

3. Quarterly notryork scans for lhe aclive, extemal facing lP addresses rvithin the above relerenccd 

4. Êiiffil'Äiäl9litriåiìlä:üil'i,,tÍt.ol"'*-	 sharrbe contingenr on thc ciry,s Acccprance or
 
the rvork Protluct. The Cit¡' shall accept thc work Product for each Task if it meets the staled
 

Acceptance Crilcrin for that rvork Product, Acccplance shall not be unduly withhcld by tlrc City.
 

Report on Compllance
 
Contractor conducls tl¡e ROC lhrough the followlng Prnjcct task:
 

l. ,Charter Mccting

2, Prc-Assqssment

3. ROC assessnlcnt 
4. Analy3ls & Reporlirrg 
5. Presentation & Debrief lvleetirtg 

Task I Choiler Meellng 
The Projcct rvill be inítiated rvith a formal kick off meetirtg, rcferred to as the Chnrler. Thc Chartcr rc
stutes objectives and aligns the City and Contractor teanr members to theír specific roles and 

responsibilities, conrmunication tnethocls, resourcc availability, and schedules. 

r¡Vork Product: (Task 1) Durílrg thc Charlcr, Contractor rvill request Documentation front lhe City 
relating to policÍcs, standards. procedures, organizational charls, and other PCI specifìc diagrams not 
previously providcd. 

Acccptance Criterir¡ (Task l) City shall acccpt the Conlrnctor Docunrcntation request, if the rcquest hæ 
all the elcrnents mentioncd above, and the City's Project Manager or their dcsignee dctennlnes lhe correct 
Docunrcntation has been requested. 

Tash 2 Pre-Assessnrcnl 
Corrlractor rvill conduct n thorough Docunrcntatiorl revierv of PCl-required elcments, includirrg 
l)ocumentation covering exisfíng conlrols, processcs, archilectural tliagranrs, card transaction and data 
flow, general bwiness plans. policies, und procedurcs. Tu sup¡rlcnrerrt and validate lhe Documentfition 
rcv¡ew, Contraclor rvill intcrview City business urtits and process nlanagers involved in lhe payrnent card 
ertvironnrent (PCD) for lhe three distinct platforms. Contft¡ctor and the City will also hventory paymènt 

Cont¡act 30003359 Conlfirc Systcnts, Inc. 
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Task 3 ROC Asseçsntent

'festing and validation is requircd to conrplete the ROC and iderrtily control cornpliance ard norr
contplíance to lhe PCI-DSS. Only applicable conlrols that are part ol'the PCE asseisrnerrl scopc ¿ìre
 

subject to testing.
 

Tlrrough a conlbinolion of lnterviels, observatlons, conlrol perl'ormance, and tcchnical lcstÍng,
 
contractor shnll conrpletc the assessuìent accordir¡g kr PCI Roc lesting procedures.
 

Details rcgarding QSA security auditing procedures to thc PCI DSS rnay be downloaded ar:
 
rvrtl.pcisecuritysrandarrls,org/pcll'Vpci auclit procedrrrcs_vI-I.¡¡l_!'
 

Work Products (Task 3): During lhis Project tosk, rest data is collccted. There are no specific wri¡en
 
Dcliveral¡lcs l'or Project Task 3. Thc lesf data shall be rcvíerved and the cviclence ani conclusiorrs
 
preseltted in the Dcliverables associatèd w¡th Projecl 'l'ask 4, the Report on Compliance (ROC). and ttre
 
Gap Analysis
 

Project Duration (Task 3): f t is estirnatecl that Tæk 3 activitics rvill bc performed over the course ol'five
 
buslness days, providcd reæonable acccss is allowcd to City slalï and infonnaliorr related to thís task.
 
Paymcnt f'or thcse ac(ivities shall occur upon the CÍty's Acceptance of 'lhsk 4's Dctiverables.
 

Tusk 4 Anul¡,sis & Reporûng
 
Buscd o¡t the qssessntent tìndings, Contractor shall completc the Reporl on Compliance (ROC), 'Ihe
 
ROC tvill be prescnted to the City in drafl tbrnr and ¡\lncndnlents submitted bcfore the ROC ls finalizcd.
 
Any objections or suggcsted Arncndments to the ROC shall bc provided in rvriting to Contractor rv¡thin
 
30 days of the dcl¡very of the ROC. 'l'he RoC is thc prinury rcpor-t reqrrircd by thc card associations to
 
dernoltstrate compliance for l,cvel I nrcrchants. The ROC rvÍll be presentcd to the City in a pCl
compliant forrnaf and thc city ruay elect to pnss the Roc on to \¿vells Fargo Bank.
 

lf compliance gaps arc identificd, a 6ap Analysis rcport shall be preserrred to the Ciry. Thc Gap Analysis 
identifies are¿s ol non.compliance and rcpofs on the level of ri.sk associated with each co,npiían.e gap. 
The Gap Analysis provides delails regardirrg the recornûrendcd remediation actiy¡fies and level äf 
urgcncy for each activity, The Gap Arratysls supplemcnts the ROC and is intended to be used by City 
lnânâgcment and staff to manûgc progress tolr,ards compliancc. The report is also intended to be passcd 
on.to tlte City's acquirer. by the City, to dertlorxhale lhe City's conrnrilment to PCI and the City's 
estimated (i¡nelincs to deploy the rcquíred controls to ailain compliance. 

As a Deliverable, Conrractor rvill provide Cig stafl rvith PC!-cornpliant irolicy ternplates ihat lhe City 
nuy custonì¡zc to fit thcir unir¡uc busincss lnodel. 

lVork Producfs (fask 4)l 'l'lrere nre tlrec Delivcrables resulting fro¡rr the ROC. Thcy includc:
l. Reporl on Conrplinnce 

Cbnlract 3000.1359 Coalfite Systerns, lnc. 
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card Systenrs and docullrc¡lt the supportiugconlrols and busincss processes, 'l'he net result ofthis Project 

task ls a dcfìncd PCH rvhich ensures appropriate scopíng for'l'rxk 3 Services. 

Uporr cornplction, thc prc-assessrnent task lenrplates shnll bc established, testittg santple siz.cs delermilted 

alrd on-sitc tcsting dates scheduled. 

lilork Products (Task 2): There are no rvritlen Deliverables for this Project lask; however, Contraclor 

shall notily the City in rvriting rvhcn it has conpleled Task 2. 

Project Durafion (Task 2)r lt is cstintût.cd tlìât'l'ask 2 activilies rvÍll be completed over the course ol 

http:cstint�t.cd


:8ffi149
 
2, Oap Artalysis 

Project Duration (Task 4): ll is cstinrated that Task 4 acrivilíes rvill be conrpleted rvithln trvo rveeks ol 
cornplelion of Task 3 activitics. 

Acceptonce Crlteria (Task ,l) r\cceprancc and paymenf for Tosk 4 shall be contingent upon the City's 
Acceplancc of bolh Delivcrablc.s. Tre City's Projcct Manager or their designee shall reviel each 
Deliverable for the lolloling: 

I. The Rcport on Complíance shall be acceptrble, if there ¿¡r€ no outslanding objeclions or 
Arncnd¡nents lo the Report, and the report is ín the requested PCI cornpliant fornral, 

2, The Cap Analysis shall bc acceptable if it contains all thc nçcessary corttpliance gûps, lcvçls of 
tisk, levcls of urgency and reconlnlcndalions, and all those elcrncnts are determi¡lcd to be correct 
and cornplete, 

Task 5 Presenlation & Debrlef Meellng 
Contractor rvill provide an executive prcsentalion to uppropriatc City managers (lT, Finance) involved in 
the City's PCI initiatíve, This nreet¡ng rvill delail Contractor's lìndings and servc as an opporiunity to 
clearly explain Contraclor's fÏrrdings, ureas of risk beìng inroduced lo ths City, and the City's existìng 
cont¡ols program aligrmenl to thc PCI DSS. 

lVork Products (Task 5): Thc City rvill reccive a PolerPoint presenlation. 

Project Duratlon (Ta¡k 5): Conlrâctor u,ill tvork rvlth thc City to conducf the presentatlon at a rinle that 
is mutunlly agreeable, prcfèrably <lnc rveek aftcr Task 4 act¡vitics conclude. 

Acceptance Critcrla (Tusk 5) 'l'he Cþ slrall accept thr¡ PorverPoint presentation lf the City's Project 
Manager or lhcir desigrtee delermines thal thc PouerPohrt presentation clearly explains Contractor's 
lindirrgs, areas of risþ and thc City's existing conlrols progrr¡n¡ alignmenl to thc PCI-DSS. 

Quarlerly Nehvork Scans 
Ovcr thc course of four calcndar quarters. Co¡ttractor rvill provide require<t nchvork scans thal Dteet the 
scanning reqr¡ircn¡elrts lbr ¡ncrchants to the City. 

Cor¡tractor rvill schcdule scans rvilh lT sloffot â tinrc convenicnl to opcrntions and follow l'Cl scarming 
procedurcs artd rcport l'ornrntting. Remediation advice Êor found vulnerabílities shall bc provided to the 
City along rvith rarv data fronr the scan resulls. Vulnerabilitics identified as Urgent, Criticalor Iligh wíll 
be rcsolved to produce a successful scan report, Scan reports rvilf provlde details regarcling Ídcntifìed 
vulnerabilities, vulnerability rûlings, and re¡ncdiation rccommendations to address identifìed 
vulnerabilitles. 

't'lte vulncrabiliries rvill be classified in accordance with PCI Security Scarrning rcquiremenls and are 
presented belorv: 

Level Sevcrity Descrlpf ion 

5 URCEN'I' Trojart horses, filc read and rvrite exploit, retnote con¡nlnnd execution 

4 CRITICAf , Potcntial Trojan Horscs, file rcad exploit 

3 HtcH Limitcd exploit of read, directory brorvsing and DoS 

Contract 30001159 Coalfìrc Syslems, lnc. 
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t MEDIUIVI Sensitivc Inforrnarion can bc obtainetl by hackers orr Confìguration 

LOW CorrfÌguratiorr lnformation can be obtairted by unauthorized Uscrs 

ÌVork Products (Quarterly Scnns): Delivcrablcs presented quarlerly include: 
l. Dctalle¿l,l¿T¿rl l{esuís: This repof is automatically generated by nrost scan tools. This report 

dclails each lP scanned and associated vulncrabilities, if any. Also íncluded in the Dctailed Scan 

Results rèport is arl ùvervies, of all lP's scanncd, along rvith thcir vulnerability raling. 

?. Vulnerahility Truckíng Repoil: This'is intended ro suppldntent lhe Detailed Scan Results rcport 
and ls clesignr:d to assíst the Cíty rvÍth the identitÌcation of vr¡lncrabilities by lrosts ond to €nsure 
tl¡at an efficicnt and effectivc rcnrediation plan is executed. 

3. PCI Scan Re¡xn't:'l'his report is an abbrevii¡tcd rersion of thc Detailed Scan Rcsults report and is 

i¡ttended to be passed on to lhc City's acquiring bank or associated business pa¡lners. 'l'his report 
details tlte lïll lP assesslì)ent scope, each lP's vulrterabÍlily score, ând a high-lcvel revierv of any 
prevalent rveakr¡cses or vulrrcrabilitir¡s. 

Paymcnt Schedule 

Contraclor rvill provide Scrvices r¡nder this Contract rvith budgets nol-to-e,xceed thosc sltown in the 
follorvlng table. Reaso¡table out-of-pocket expenscs for lravel rvill be l¡illed as actunl up to tlre anlormt 
shonn ort thc table belotv. 

IDescriptlon Annurl Fecs 

.1..- .' 
. cnsitc" Mreting/Projeói-Monag*nt.ot

I lVlilestones:
 

6 l. Establish Project Polal
(!É $3,000.00 h i 

2. Conduct Charter lvtccting 
3. Provide the Cily rvith a fonnal document reguest 

j 

iPre-Assc.ssntent/Cnrd Data Envlronment(CDD)Definition 
' Mllestones:
 

.:t l. Revierv documents, diagralrrs and policies

å ¡¡ 2. Mnp lhe City's Paymerrl Card Environment (PCE)
F 3, Docurttent supporting conlrols and busincss processe.s 

4. [:stablish tcnrplates and testing saruple sizcs 
5. Coordlnate'lask 3 schedules 

PCI DSS Report on Conrpllance (ROC Assessmcnt)| Mllestones:

È
ü - ' l. On'site interv¡ervs, observation, conlrol pcrformance and
 

technical tests
 

Contract 300033-59 Coalfìrc Syslems, Inc. 
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ROC Analysis arrd Rcporting 
ñlilestones 
L Draft RepoÍ orr Cornpliance is presented
2. Delíverable : Final Report on Cornpliarrce is presented and 

at itccepted by the city
F 3. Dcliverablð: Cap Analysis is prcscntcd 

4. Delivcrablc: Policy Ternplates are presen{ed 
5. Coordinate Task 5 schedulc 

Ø Debrlef Meetlng! ø ltì 
6¡ Mllestone $2,7s0.00 
t- Presentation 10 Clty mmagement 

; Project Servlces Subtotsl $37,soo.oo(l) 

Quarierly Erternal Yu lnerabllity Scannlng rvlth
 
Rapldscan{
 
(Annual license fee for upto l4 extenral lP addresses)
 

$595.00P) 
r Milestones¡
 

For each Quarterly scan, Scan Reports are posted lo tlrc Projcct
 
Pp¡al
 

Contrâctor Serl and Cerfificate of Completed Assessment I
I

lnch¡ded 
i. -

; StZA.S9pcrhouror
I lhe current 
: prevaíling wage inConlrucfor's hourly rate for Advlsor support erceetliug 90 I Statc of Orcgon

days per Section 3l 
Contract 0400 

¡ betrveen DAS SPO 

i . anA Coaltirc 
.-( _... -.. 

Not-to-Exceed Budget (excludíng travel reirnbursentenr) s38,095.00 

i Ma*lntun, Rcimbursablc Travcl E.tpenscs(3) s2,000.00 

( I ) . Total lcvel of cffort in perforrnance of tlte lìOC ìs esti¡nated at 2 l2 service hours. 

(2) Fec is bascd on the C¡ty's previous history of lraving l4 lP addresses within scope for the 
required quartorly cxtcmal ASV scans. The fee for the license ís $400/annually for a sirrgle lP, 
rvith each additio¡¡al lP beyond one ( l) billed at $ ls/lP ( l3 IPs .x $ l5 = $ 195). Each a¡Jditional IP 
address lhe Cily introduccs to thoir CDE beyond l4 rvill be billed at $1sflP lor the balance of the 
license year and is not incl¡ldcd in thc nbove annual fees estinrate of$595, 

(3) lvlultiple Projcct tasks ntay be conrpleted ín thc sanlc nronth, in rvhich case they nìny appear on 
tlie sanre inroicc. 

SUBCONTRT{.CTOR$ 

Contractor has not subcontrnctcd or parlnered rvilh any State of Orcgon ccrtified M/ÌV/ËSB fìnns on a Project 
rvithín the last l2 nlonths nor are tlroy subcontracting any elcntcnt of this Cor¡lracl. 

Conlract 30003359 Coalfìre Systenrs, lnc. 
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ln the event any subcontraclors are usÈd by Conlractor, the City will enforce all diversity in rvorkforce and 
Minorily. Wontcn and Emcrging Small Business (M/W/ESB) subcontracting comrnitrnents subnritted by the 
Conlraclor ln its Proposal. The Contractor shall subnrit a Monthly Subcontractor Payment and Utilization Report 
(Exltibit A I attached hereto) reporting ÀLL Subcontraclors eurployed in the perfornlance of this Conlract. 

COI}ÍPËNSATION 

'l'he maxintunr lhat the Contrcctor can be paid 0rì lh¡s Co¡rtracl ís $210,000.00 hereafter the "not to 
exceed" arnount.). The ''not to exceed" anlount irtcludes all paymenfs to be made pursuant to this 
Contract, inoluding rei¡nbr¡rsable expenses, if any. Nothirrg in this Contract rcquircs tho Cíty to puy for 
work thot does not nleet lhe Standard of (lnrc or othcr rcquircmcnts of the Contracl, The actual ûmounl to 
bc paid Contractor nray be less tlrari thitt anlou¡lt. 

The Contractor is entitled to rcccivc progrcss paynlcnts for its work pursuant to thc Contract as providcd 
in ntore detail above. 'l'he City will pay Contractor based on these i¡lvoices for acceptable work 
perlbrnrcd and approved until the "nol lo exceed" arnount is resched. l'herealler, Coiltractor must 
complete rvork bascd on the Confract without additionnl compensation unless lhere is a charrge to the 
scope ofrvork 

Âny estiurate of tlle hours nccessary to perform fhe work is not bindlng on the Ctty. The Contractor 
. 	 retnaínsr'csponsibleiftheesti¡nateprove.slobeincorrect. Erceedingthelrulnberofe.stimatedhoursof 

rvork does not inrpose any liabilíty on the City for additional pâyment. 

lf rvork is cornpleted befbre fhe "not lo exceed" amount is reached, the Contraclor's compensarion rvill be 
based on tlte Contractor's bílls previously subnriued for acceptable rvork perforrned and approved. 

Con(ract 30003359 Conlfire Systcnts, lnr). 
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MONTHLY SU BCONTRACTOR PAYMENT AND UTILIZATION REPORT 
1. Solícitafron No. 2. ContrectNo. 3. Prime Contractor 

4. Cont"clAmount 

7 

5. Report Oates: 
Beginning _i_/_ Endlng Dates_/_/_ 6. Proþìa Name 

ALL SUBCONTRACTOR NA¡¡ES 
APPEARING ON ORIGIl\lAL FIRST-'ñÉR SUBCONTRACIOR' FORM 

Plèase notê: Explanálkbr ånd add¡f onâl inslrud¡ds fd ffipt€rirìO thls æpo¡i å¡ô on ths rèv€rse sÉÀ 

¡S COÀI PLETE .Â.\D ACCÜR^TE-

Arrlhoriæd Signsþre of Cetrådr Rsprëenlauve Date 
Submit ñ¡th ínvolce by the ì5s of the month to the City's Project lltanager {gp Cþ of Portland, Bureau of Purchases, Contract Compliance Specìalis! 1120 

S:W 5h Avonue, Room 750, Portland, OR 97204 

Contrlst 30003359 Coalfirc Systems, Inc. 
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INSTRUCTIONS FOR COMPLETING THE MONTHLY SUBCONTRACTOR PAYMENT AND UTILIZATION RÊPORT 

1. SOUCfTATION NUüBER: enæ, City of eoru"nd solicitation nurnÞér. 

2. CONTRACT NUi/IBER lndicåtÊs lhe Contrect numbor assþned by the Clty Aud¡tör for thls P¡oJècù 

3. PRIilE CONTR GTOR: lndicste the nemê of tha prime Contactor. 

4. PRIME CONTRÀCT AllOUNf: lndicate the totat dollâr amount of the pr¡me Coûtracl 

and not ovelap. 

6. PROJÊCÍ NAMe lndlcâta thè Prolect nâme as lndlcated on thô Coôtred documents.
 

7, PROGRESS REFORI NUMBER: Enter report No.1 for the ñrst r8port submiüed and sequ€ntiål numbels for r€ports sutmittêrl ltìereetter.
 

8. ALL SUBCO¡¡TRACTOR NAMES: Ust the name3 of all Subcontractors listed on hê original First-Tler Subcontractor DbclosurÞ fom as submitted Et solicitation due datø.
 

L ORIGINÅL SUBCONTRACT AMOUNT: lndicatè the doller emount for êach Subcofitractor åt dme of award,
 

10, AMENDEDSUBCO¡¡TRACTORAMOUNT: Thlsamountshouldbethebctaldollarvalue(originalSuboontractoramountplusanyâdd¡tionsordeler¡ons)of thesubcontràct
 
11. PAYMENT AMOU¡¡TS AND DATES MADE, FOR MONTH: Plæse list any payment amounts ficr the month, and the dates the payments werÊ made. 

12. TOTALPAYMENn¡,TODATE: Thisamountshouldþ€thsiotaldolleramountÞa¡d-rodaretothoSubcoñUâctor. 

SUECO'VT¡ÛqCIORS ¿qOOED AFTER PROJÊCT WAS AWARDEQ 

13. SUBCOù¡TR CTOR MME: Please lrst any Subconhactof6 not appear¡ng on orig¡nal disdosure form, 

14. MTURE OF \lrORtC Brief,y describe Subcontractors r,lurk (¡.e. CAD dEfting. snv¡ronmental tÉsting, etû,), 

the State at time of Contrad ôå¡ard, L€aw þlank for non-certified frms. 

16. SUBCONTR.ACIOR lod¡cato hE doller emoum of lho subconFact 
^[¡OUNT:17. PAYUENT AIIOUNTS AND DATES MADE, FOR l/toÀtTl"t Plôase list any payment amounB forthe month, and the dates lhe pEymenb u/efe made. 

18. TOTAL PAYIIENIS, TO D^TE: Thl6.amount 6hould be lt¡o total dotlar amourìt paid-to{ate to ths Subcontraclór 

coMMENTS (lndude why añy paynent amounts made to a Subconbactor are less than that requested by ths Subcontrêclor). 
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j"effi14s 
\ryORKI;RSI COùI P ENSATION I NSU RANC E STATE ¡!1 ENT 

l. undcrrlgnctl. nm ¡Ùlhorizcd lo ¡cl onÞtâlf0fcnlll)'dc¡lgn¡tcd bclont rnd I hcrtb¡'ccrllfy lhal thlß cntlty hÈs currcnl \Yorkrrs' Comprnhtlol
 
lo!urrnta.
 

(lontr¡clorSfen¡lur¡'. /ft* Dâu., 6lllllS.---- nntir¡r CoalfireSystcms, lnc, 

I¡'I'OITR Í¡IRU DOES NOT lVORKËRSr COI\tPËNS,\I'lOÀ* lñStllùt¡iCll' CONI'lLtgl'OR :\lttS.T C0jllPl.nTE THE
 
'IA\T
TOLLOTVíNG INDTPEÑDENT :r'oR cl:R'ilFrc^'Ito¡.. s'rÂ't'IItßiñ't'¡
 

A¡ en lndcpcndrl'l Conlrtcton I rcrtlfy tbal I mcct lhc follonlag slrndrrds:
 

l. l'hc lndlrklurl or buslntsr tnllty proyldlðg lr bor 0r Scryhêr lr rrglrtrrul ondtr ORS (ìha ptrr ?0t , 11 thr lndlvldu¡l or bul ncs tntlty
 
Droyldc¡ l¡bororScnlrcs for whkh such rcglstr¿llon Is rcqulrtd;
 

2. ltdcr¡l ¡nd llålc lncontc la¡ lclurns ln lht n¡nrc of lhc bu¡lncss or ¡ buslncss Schcdulc C o¡ form Schrdulc F ¡¡ p¡rt of th. prrson¡f 
fnco¡nc l¡¡ rclurn wcrc filcd for lbc prcllour.vc¡r 11lhÈ lnrtlvlduat or buslnrss cntity pcrformcrl l¡bororScniccs rr ao lndçtndcnl ronlr¡ctor ln
 
Itc pr$loú y.åri å]ld
 

J. I'hr lndlvidu¡l or búJlnrss .ntlly rcprcrcots lo lhe puDllc llial lht h bor or Scn-lccs art lo bc prorirlcrl by en lnrlrpcndrntly rrtrbltshrd
 
burlncr¡. t:¡ccpt$hu¡n¡ndlvldualorbuslncrscnfltylllc¡¡schcdulcF'¡ip¡rloflhcptrson¡lln(omct¡rr.turtr¡¡ndlhtlndlylduâlorburlntsr
 
enll$ prrforms frrm l¡bororStnlccs fh¡l trc rcporleblc on Srhcdult C,.en indhidu¡l or burlnesstnllly ls consldrrtd lo ba.tng¡grd in în
 
lndcpeadrntly csl¡bllrhcd huslncss n hcn Íour or morc of tht followlng clrcunslanrcs crlsl.
 

Conlrârlor¡ chcck fou¡ or morc ofthc folloulng:
 

A. 'l'hc l¡bor Qr ticnlcc crt primrrlly c¡rricd oút ¡t A locÍtlor th¡t ¡s rcprrefa flom lh€ rcridrncc of¡n ln¡tlvldurl nho pcrformr
 
lhc laboror Senlccr, or lrt prlmar¡I!'crrdrd oul ln ! rpcclfc porllon oflhr rrsldcncc, whlch portlon lr srt l¡ldr ¡s thclocrtlon oflhc businrs¡
 
-

ß Commcrcl¡l arlvcrllslng or burlncss c¡rd¡ os t¡ cu¡(omrqv in opcmtlng slmllrr bo¡lncs¡c¡ ¡rc punhnsrrl for lhc bu¡lnc¡s. or
 
lhr lndiyidusl or busfnrss cntit¡ has a lr¡dc ¡rsorhtlon mrnrbcrshlpi
 

e.- Tcltphonc llrtlnç rnú ¡crrlcc ¡rt u¡td lor thc burlnrrs lhât t¡ scperâtr from thc prron¡t ¡csldtnc¡ ll¡dng rnd srn'kc uscd by
 
¡n lnrJilfdn¡l rvho parfornlr lù( l¡bor orScn,lctsi
 

Oj Lâbor or Stnlccs erc ptrformrd only pürsurnl to rrr¡tlrn conlrÍcli¡ 

L Labor or.$¡tlce¡ rrc prrformtd l'or luo or morc rllffcrcnl paruons $llh¡n i p.riod ûf onr ycsr¡ D¡ 

t'. Tùt lndlvldu¡l or hu¡fuarr Gntlty L$untcr tloântid rt3ponllblllty for dcfccl¡re lvorkmrnrh¡p or for ¡rrylm nol prouldcrl nr
 
(rld.n(cd by lhc ountrshlp of ¡rrformancc bondr. wrrrnntfus, Drrors rod om¡rslor lhsurânra ór lirblltt]' ln¡urf,nrÊ rôl¡l¡Dg lo lh! lâboÌ or
 
Senitcc lo bc provirltrl
 

Conlr¡clor S¡Rnrlum Dåtc 

l'OR CITì'¡lSr: OÀ-Ll' 

PROJË(II iLri\rt¡\GER-OOilfPl.ETE ONI,Y lF COì\TRI\C;TOR DOES ¡iOT HAVfi WORKER'S COltlPl:NSA'Lf Oñ lNStlR NCt:
 
ORS 670.600 lndtpcnd.rl Conlråclor rl¡ndtrd!. Â3 us.d ln r¡rlous prov¡slon3 of ORS Ch¡Ircrs 3f6, 65Ç 6g?, end 70 l. rn lndlrldurl or bq¡lncss

rntlfy lh¡l p(rformt lrbororS¡n'lccs for rc¡¡unrrqtlon sh¡¡ll bc con¡ldrrcd lo pcrÍotrn lhc l¡bor orScn'lccsrI nn t'lndcprndcal conlr¡rlorr'lflhc

sl¡nd¡r¡l¡oflhlssccllon¡rcmcl.'l'hcrontrf,ctad$orhmctlSthcfollorrlngshndnrds: 

l. I'h¿.indlrldu¡l o¡ br¡rlnrsr .nilt'' providlrg lhc hbor or Scrrlcc¡ l¡ frrc from dl¡ccllon ¡nd ¡ortr9l oì'cr lhc mctnt ¡nd mrnntr of
 
proyldlng lhc l¡hor or Scnlacs, slbJtct only to thr r¡Bhl of thÊ ptrson for rrhom thc lehor or licrrlftr rrc provldcd ao sprc¡fy tbr drdrcd tcsül lri
 

!. 'fht lndlvftlurl or burlntss entlS prolirting labor or SrnlcÈ¡ ¡¡ rcsponllblc for ohlalnlog rll a¡rumcd buslncs¡ rôg¡rtr¡llons or
 
profcrrlonal octuprllon llcrnscs rrqúfr.d by slrtc lÊrs orlotel gortrrrnenl ordlnf,ncr¡ lorthr lodlyirlu¡l or ùuslnt¡¡ Gútlty lo condücl ll¡c buslnrs¡¡
 

3. Tht lnrllvlduni or busln.s cnllty nroyldlng hbor or Sen'lc¡s fuinlshrr th! tqrts or cqulpmcnl nr*ssrry for prformrncr of thc 
conlr¡¡lacd l¡bor or srnlcr¡í 

.i' tt . iodlvldu¡t or burlncss crtllty proi'¡dlnR l¡bor or Sarr¡cc¡ h¿¡ lho ruthority lo hlrc nnd firc cmploye cs to p. rform lhê l¡bor or 
.Sc¡rlccst 

.1. l'rymcnl for lhr hhor or Scrvitc¡ ls mrdc upon conpltllon of lht pcrformlncc of rpîcll¡c porlionr of thr ProJccl or þ medc on lht br¡l¡ 
ofsn ¡rnu¿l or pa¡¡odlc tôla¡nGr. 

, (lÞ'ProJrcll\l¡naß.rSlgnrrur. Dalc 
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t8 & t &$
 

BXIIIBII-C 

INSUR^NCE (Thc Prdrcl.\'knt¡ter mu¡t ¡n¡çrr end lnltlel b through d brlou) 

lnsr¡¡anc¿ 

Cônlmclor shall oht¡in ond moint¡in in tì¡ll fo¡cc ot ContrÂctor's êxpg¡xq throughour the duration ol'rhe Cont¡rct and any $iÍan(y ôr cxtÊnsÍon f,(riods, ùc 
rcquirc-d íruumnce idÈnlilìed hèlow. 'lhe City rcscrvcs thc ríght to nquirc additionsl insumncc cotcragc as ra¡uired by starutory or legal changci to the 
mcximunr liohility that mly bc írnpost'd on Orcgon citi\.s during the tcmt of the Contract 

ql lVorkc^rC contptnsotion insumnce r¡s rcquiral by ORS Chüptcr 656 or¡d rs ít rnuy h omendul. Unlcss cxcnrpr unJcr ORS Choprer ó56. thc
 
Contmctor and all Suhontmcton ¡hall nrrínroin corcmgc lor nll subjr.ct rrorkca.
 

-X- RtqtrÍrcd ond ottæhcrt or -î l'roofofexcnrprion ¡i.c., conplction uf\\torkc¡s' Compcnscríon lnsur¡¡rìcc Statcmcnt)
-

lb) (ir:ncnl commcrcial liubilily ¡CGl.) insurülc(. covcring bodiþ injury, pcnoncl injury, ¡roperty damage, íncluding covcrage for intleptnrlcnr 

rxcurcncc limil of not lcss lha¡ Sl,000,000. anl oggrugrrc liDit of nor hss thrn l2.(X10,000. 

_X_ Rcquírcd rnil cttochcd _ $rivcrl by lturclu Dirr"ttor or drsígncc 

çl . Àulomobílo liobilit¡r ínnrnme uith con:rogc of not les thrn $1.000.000 cach nccídcrri. arrd ol umhrello or crccsr liahility coveragc ot' 
S2,000p00. 'lltt ínsuramt sl¡¡ll inclurlc covtrogc for ony outo or dl o*ncd. schedulcrl. hircd a¡rrl non-uììnÉd ruto. This corrmge mny hs combincd rvith 
lhc commcnial gcncml liobility inlnrncc policy. 

._X_ Requircd ond ottrchcd ....saived by ßurclu Director orrlcsigne.' 

(.1) Proli*sional Lrobility ond/or lirrüts & OmissionJ insurônçLi lo üoyrl drunagcs caurrd þ negligent acfs, lino¡s or omís:rons rclolr'{¡ b tlË 

lcsslhonSl,000,000pcro:cuncncr.ondol3rcgatcol'¡1,fir0.000 lblall clairru¡xroccu(rcnrc. lnlicuols¡toccu¡(rccbascdpolícy,Conraaormayhave 
clnints+tnrlc ¡nlicy in ¡u¡ o¡tount not lcss th¡rn $1.0U1,000 pe¡ cl¡im and SJ,000,000 cnnual a¡grcgÂrc, if thù Conüìrctor ohruins ¡n ixtrlndtd rcporting ¡rriul 
or tail corcrogc lor nol lcss thûn thrcc (Jt ),ca¡¡ follorinß thc tcrmímtion or cxpiration ofthe ('ontrnct. 

_!(_ Rcr¡uircd und ottachtd or _ waival hy Burrau l)ircctor or dcsigncc 

(ÌontinuousCorc¡ogc:NoticcofChnccllotion:Thc(bntr¿r¡orüBß'tstornrinfainconlinuour,unintcmtptedcovcmgetbrthctluationol'thcCb¡toct, Thc¡c
sh¡ll bc ¡to tcmtín¡tíon. comcllotion. motrxíal chungr', polrflliol o:(houslion ôloggfcgÂtr linríLr. or nut ¡r.nsrrul of covcirgc wiúout ¡hirty (J0) doy$ rniltcn 
nol¡cefron¡ConrmclortolhcCity. lfthsinsu¡ü¡cçiscüccledortermín¡ledpriortocomplel¡onolrlrcContracl,Contraitorshall imnredialclynaifyú¿

('ity atrl pdrvitle a ncrv policy rvilh rhe rilnc tcms. Âny foilurc to comply nith rhis cìrusc shalt constilutr { Nlotcrial Breach olConrmct ¡nrl strnll bc
 
grotrndr for im¡n¿rli¡te temllnilion ol'úis Contrûc1.
 

Addition¡l lnsu¡r{: Thc liobiÌity irrsu¡¡ncc covcr¡ß[J. oñccpt Profcssionol Liability, trrors ond Omíssions, or Workeni' C'ornpcnsolion, shall bq sh¡U bc 
rvithrlut prcjurlicc to ùovqmgc.olhcßrisc cxistírrg, and shall nÂmc thc Cíty of Ponland antl lts burrl¡uVttivisions. oflicr.n-, tgens anrl rmployccs ¡s Àdditional 
lnsuledt witb respect to thcConlrìrctor's activítíes_lo ho pedbrmcd, or Produclr or Scrvíccs to bc prorídcd, Covcrage shall bc primory urø nonrontributory 

sûmc mnnn('t $s lhough a scpatatc policy hod bccn isucd to coth, but noìhing hcrcín shall opccotc to incrrvsc thc insurcds liabilìty as sct l'olh clscslturc in
 
thc policy bc¡"ond the Bnlountor anlourrts for shÍch thc insurc¡ trruld horc t*cn liablc if onþ onr Fcr,fon or intcrcst harl bccn nomcd æ ínsurr{.
 

CtrtilÏcirtds)oflnsuroncc: Conlrrrctorshull provitlcproofolinsur¡nccthruughactr:plablcrtrtilicarc(s)ofinsurunce,Ímhrdíngudtli¡ion¡llnsurcd 
endorscmc'nt lbmt(s) nnrl lll othcr rclctartt cndontmcnE, lo lhc City p¡ior lo thc nr¡nl of the Cbûtrúct if rcquirr)d by thc procricmrnt ducumcnti (c.t.,
rcqucrtløpropoaal),orûltÍ{cut¡onofthoContractandpriottounyiommcnccnrcnlol'\u¡líordotivcryofgoodsõrScnicc¡unrttrth{Contrûct. Tho
ccrrfìülÈfs).will sfrl'c¡ry¡lloflhcpaníessfiuarer'nrtorscdonthcpolicytsÀdrJitlonal lnsurcds(orl.o!sPoyers). lnsurrrncccovcragcsrcr¡uircdundcrlhis
('ontruc¡sh¡ll buohlninc¡lfrorninsuruncccom¡nrícsatccplrblÈ-tothrCiryofPortl¡nd.'lìr('ortrrarrorsholipryloralldcducriblcs;;dprcm¡um..nreCify 

' rcstrrvcr- lhc tiÈht lo rcquirt. at any tine, contplch, ccrtifirrd copies ofrtr¡uinrl ínsurnncc policics, inclurting crtrlórsemcnts cvídcncing úru-mvcragc rhe 
rcquircd. 

Sutrconrrccto(s): Clurr¡uclor shall providc evirlcncc thrt any .\ubcùnnûctor. ifony, prrrbrming sv¡¡ ¡¡ p¡sy¡¿ing gmds or servicc uulcr thc Contnct h¡N th{: 
suntc typcs cnd otnour|tj ol'covcrûgcs rs rrquircd hrtcin or thrl ll¡c .subcontrdctor ii includetl uxlcr C:ontmrror'ip-olicy. 
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