Agreement No. 00949

Government: City of Portland


Intergovernmental serVICE Agreement #00949
This Agreement is between the State of Oregon, acting by and through the Oregon Housing and Community Services Department, (“OHCS”), and City of Portland, Bureau of Housing and Community Development, (“City”).
The City of Portland, Bureau of Housing and Community Development is the owner and operator of the NW Social Service Connections (“NWSSC”) and serves as the NWSSC System Administrator and custodian of data in the HMIS. NWSSC is the administrative entity that governs the implementation of Homeless Management Information System (“HMIS”) which Multnomah County, Department of Schools and Community Partnerships (“DSCP”); Clackamas County (“CC”) and Washington County (“WC”) participate.


1. Term of Agreement: This Agreement shall become effective on the date of last signature and shall continue in effect until terminated in accordance with the provision contained.
2. Termination: Each party shall provide the other with 60 days written notice of termination under this Agreement except that termination may be immediate in the case of network, computer, or application stability problems caused by City.  Termination will be immediate in the case where OHCS has reason to believe that City has made any attempt to violate security, attempted to access data or software not specifically authorized by this Agreement, failed to follow any security procedures that have been specified in this Agreement or that have been communicated to City, or any other substantial breach of the terms of this Agreement.

3. Notices: Any written notices or documents shall be delivered to the following representatives at the specified addresses:

	Wendy Smith
	Bill Carpenter

	City of Portland, Bureau of Housing and Community Development
	State of Oregon, Oregon Housing and Community Services

	421 SW 6th Ave Suite 1100
	725 Summer Street NE Suite B

	Portland OR 97204
	Salem, OR 97301


With Courtesy Copies to DSCP, CC, and WC
4. Liability: Each party agrees to be responsible for its own acts.  Data provided by DSCP, CC, and WC is on an “as is” basis to the City. Data supplied from City to OHCS is provided on an “as is” basis.  OHCS expressly disclaims any warranty or responsibility, express or implied, as to the accuracy, currency, or completeness of any data supplied.  OHCS shall have no responsibility to City for any failure of any hardware or software acquired by City to access database, nor for future incompatibility in any such hardware or software resulting from any hardware or software change or redesign undertaken by the City or by OHCS.

5.  Indemnity: Except as provided below, City agrees that the performance under this contract is at City's sole risk and that the City shall defend, save, indemnify, and hold harmless the State of Oregon and OHCS, and their officers, employees and agents from and against all claims, suits, actions, losses, damages, liabilities, costs and expenses of any nature whatsoever, 
 including attorneys fees, resulting from, arising out of, or relating to the activities of City or its officers, employees, subcontractors, or agents under this agreement.  City further agrees to defend, indemnify, and hold OHCS, the State of Oregon, and their agencies, subdivisions, officers, directors, agents and employees harmless from any claims, suits, actions, liabilities, losses, costs, expenses, including attorneys fees, and damages brought by any third party against them for acts or failure to act by City, its agents, officers and employees for which it would be liable.  City shall have no obligation to indemnify or defend OHCS, its commissioners, agents, officers, and employees for any damages, costs, losses or expenses resulting from the negligent or intentional acts of OHCS, its commissioners, agents, officers, or employees.
6. Interpretation of Terms: Words, terms and phrases which are not specifically defined in this agreement shall have the ordinary meaning ascribed to them in the data processing industry unless the context clearly indicates otherwise.

7. Severability: The parties agree that if any term or provision of this Agreement is declared by a court of competent jurisdiction to be illegal or in conflict with any law, the validity of the remaining terms and provisions shall not be affected, and the rights and obligations of the parties shall be construed and enforced as if the Agreement did not contain the particular term or provision held to be invalid. 
8. Impossibility of Performance: Neither party shall be held responsible for delay or default caused by fire, riot, acts of God, or war where such cause was beyond the reasonable control of OHCS or City, respectively. In the event of partial or total destruction of the facilities or equipment, or other disaster or circumstances beyond OHCS or City’s control which may render further performance by OHCS or City impossible, OHCS or City may terminate this agreement or the affected part, upon written notice to the other, and all obligations of the parties accruing after the date of such notice shall immediately cease.

9. Assignment: Neither party may assign its rights and obligations under this agreement without the written consent of the other.

10. Security and Privacy: All parties agree to strictly adhere to security and privacy guidelines governed by State and Federal law.
12. Modifications to Software and Data: OHCS and any of the agencies supporting the software and data may make modifications to the software and data at any time. City may not make changes to OHCS software or data at any time except as allowed by use of services offered under this agreement.

13. Ownership and Disclosure of Information: The OHCS recognizes and acknowledges that the data that the City stores as part of this Agreement is owned by City, and that City’s ownership rights to the data shall survive the termination of this Agreement.  If OHCS receives a request for disclosure of City’s data pursuant to Oregon Public Records Law or a subpoena, OHCS will provide notice to City before a response is due, and it shall be City’s responsibility to establish that such information is exempt from disclosure.  OHCS and City shall each be separately responsible for compliance with applicable confidentiality laws and 
 regulations, including but not limited to HIPAA requirements applicable to performing covered functions.

14. Liaison: Each party shall designate one or more appropriate representatives to meet from time to time at the request of either party to facilitate communication and cooperation in all matters pertaining to this agreement.
15. Compliance with Applicable Law: OHCS, City and Representative shall comply with all federal, state and local laws, regulations, executive orders and ordinances applicable to the services under this Agreement.  OHCS performance under this Agreement is conditioned upon City’s compliance with the provisions of ORS 279B.220, 279C.505, 279C.515, 279B.235, 279B.230 and 279B.270 which are hereby incorporated by reference.  All employers, including City and Representative, that employ subject workers who under this Agreement in the State of Oregon shall comply with ORS 656.017 and provide the required Workers’ compensation coverage, unless such employers are exempt under ORS 656.126.  City shall ensure that each of its representatives complies with these requirements.  OHCS, City and Representative shall comply with Title VI of the Civil Rights Act of 1964; (ii) Section V of the Rehabilitation Act of 1973; (iii) the Americans and Disabilities Act of 1990 (Pub L No. 101-336), ORS 659.425, and all regulations and administrative rules established pursuant to those laws; and (iv) all other applicable requirements of federal and state civil rights and rehabilitation statutes, rules and regulations.

16. Records Maintenance; Access: OHCS, the Secretary of State’s Office of Oregon, the Federal Government and their duly authorized representatives shall have access to the books, documents, papers and records otherwise privileged under law of OHCS which are directly pertinent to the specific agreement for the purpose of making audit, examination, excerpts and transcript.

17. Waiver and Modifications: This Agreement and attached exhibits constitute the entire agreement between the parties on the subject manner. There are no understandings, agreements, or representations, oral or written, not specified here regarding this Agreement. No waiver, consent, modification or change of terms of this Agreement shall bind either party unless in writing and signed by both parties and all necessary State approvals have been obtained. Such waiver, consent, modification or change, if made, shall be effective only in the specific instance and for the specific purpose given. The failure of OHCS to enforce any provision of this Agreement shall not constitute a waiver by OHCS of that or any provision.
City, by execution of this Agreement, acknowledges that City has read this Agreement, understands it, and agrees to be bound by its terms and conditions.

City of Portland
____________________________________

Erik Sten



Date
Commissioner of Public Works
____________________________________

Linda Meng



Date
City Attorney
____________________________________

Gary Blackmer


Date
City Auditor


Oregon Housing and Community Services
____________________________________

Approved by: Rick Crager
Date 
Deputy Director                                                                  
____________________________________

Reviewed by: Bill Carpenter


Date

Chief Information Officer
Date

____________________________________

Reviewed by: Brent Holmes

Date

Contracts Officer




____________________________________

Reviewed by: Camber Schlag

Date

Procurement Specialist




Exhibit A

Intergovernmental serVICE Agreement #00949
Mutual Non‑Disclosure Agreement

This Non-Disclosure and Confidentiality Agreement (the “Agreement”) is made and entered into by and between the State of Oregon acting by and through its Oregon Housing and Community Services Department ("OHCS"), a governmental corporation, having its principal place of business at 725 Summer Street NE Suite B, Salem, OR 97301, and City of Portland, Bureau of Housing and Community Development, Oregon (“City”), an entity having its principal place of business at 421 SW 6th Ave, Ste 1100, Portland, OR 97204.
DEFINITION

"Confidential Information" includes, but is not limited to, know‑how, trade secrets, tools, methods, methodologies, techniques, designs, specifications, computer source code, customer lists, pricing information, marketing plans, personnel information, financial information and business strategies, drawings, data, software, together with other information which, a reasonable person would conclude, is intended to remain confidential, due to its nature or the circumstances under which it is disclosed, and any other non‑public information that either party designates as proprietary and/or confidential pursuant to the terms herein.  For purposes of this Agreement, Confidential Information does not include protected health information as defined by the Health Insurance Portability and Accountability Act (HIPAA).  Any applicable HIPAA confidentiality requirements will be covered under a separate agreement.

1.
OHCS is a public entity and is subject to all public records disclosure requirements of Oregon Public Records Law. 

2.
It is anticipated that each of the parties may disclose to the other various Confidential Information. Information that a party reasonably believes meets an Oregon Public Records exemption must be clearly and prominently labeled “Confidential Information” in order to be deemed proprietary.
3.
Each party shall be a "Disclosing Party" with respect to Confidential Information, which that party discloses to the other and shall be a "Receiving Party" with respect to Confidential Information which that party receives from the other.

4.
In consideration of the disclosure of Confidential Information, a confidential relationship is established between the parties.

5. OHCS is acting through its Information Services (IS) department.  The City’s use, as described in this Agreement, is intended to include City employees.

6.
Unless specified otherwise in writing by OHCS, all OHCS data stored on OHCS computer systems accessible to City in the performance of these activities shall be considered Confidential Information and subject to the disclosure restrictions stated within this Agreement. 

7.
A Disclosing Party shall not designate as Confidential Information any materials or information which the Disclosing Party does not with reasonable belief consider to be proprietary and/or confidential.

8.
With respect to Confidential Information that the OHCS provides to City under this Agreement, Coty shall hold the Confidential Information in confidence using the same degree of care as it normally exercises to protect its own proprietary information.  With respect to Confidential Information that City provides under or in contemplation of this Agreement, OHCS’s obligation to maintain confidentiality is subject to any disclosure obligations of Oregon Public Records Law, and if entitled to confidentiality, OHCS shall: (a) restrict disclosure and use of the Confidential Information solely to those employees (including contract employees and consultants) of such parties with a need-to-know, and not disclose it to any other parties, (b) advise those employees and consultants of their obligation with respect to the Confidential Information, (c) not copy, duplicate (except as needed for backup, testing, training. system upgrades), or reverse engineer or compile anything provided, and (d) OHCS shall use Confidential Information provided by City only for the purposes set forth in this Agreement.  If OHCS receives a request for disclosure of information labeled confidential by City pursuant to Oregon Public Records Law or a subpoena, OHCS will provide notice to City before a response is due, and it shall be City’s responsibility to establish that such information is exempt from disclosure. City shall defend, indemnify, and hold OHCS harmless from any claim or administrative appeal, including costs, expenses, and any attorneys fees, related to a request to disclose information City has labeled as “Confidential Information”.

9.
Neither party will, without the prior written consent of the other and such approvals, governmental or other, as may be required, use or transmit, directly or indirectly, the Information or any portion outside the United States.
10.
This agreement may not be assigned by either party without the prior written consent of the other.

11.
Except as otherwise expressly agreed by the parties in writing, upon termination of this Agreement, a Receiving Party shall (a) immediately cease using the Confidential Information of Disclosing Party, (b) promptly return to Disclosing Party, or destroy all media received from Disclosing Party which contain the Confidential Information of Disclosing Party, and (c) promptly certify in writing Receiving Party's compliance with the terms of this Article.

12.
City agrees to indemnify, defend, and hold OHCS, the State of Oregon, its agents, officers, and employees harmless from all damages, losses and expenses and to defend all claims, proceedings, lawsuits, and judgments arising out of or resulting from the negligence or wrongful misconduct of City, its subcontractors, employees or agents in performing or failing to perform obligations covered by this agreement.

13.
Subject to the limitations of the Oregon Tort Claims Act and Article XI, Section 7 of the Oregon Constitution, OHCS agrees to indemnify, defend, and hold City, its agents, officers, and employees harmless from all damages, losses and expenses and to defend all claims, proceedings, lawsuits, and judgments arising out of or resulting from the negligence or wrongful misconduct of OHCS, its officers, agents, or employees in performing or failing to perform obligations covered by this agreement.

14.
This Agreement supercedes any prior oral or written understanding with respect to the exchange and protection of confidential information. This Agreement contains the entire understanding of the parties with respect to its subject matter.  In such case, any additional terms related to exchange and protection of confidential information that are included in an amendment shall be binding.  No modification, amendment, or waiver shall be effective unless in writing and signed by both parties.

15.
This Agreement shall be governed in all respects by the laws of the State of Oregon.  The parties agree to the exclusive jurisdiction of the courts of the State of Oregon, and specifically agree that any action or proceeding involving a claim arising from this agreement must be brought in the appropriate court in Marion County, Oregon.

Exhibit B

Intergovernmental serVICE Agreement #00949
OPUS

I. Network Services:

A. City Responsibilities  

Maintaining adequate security to prevent unauthorized use of workstations.  This includes the use of strong 7 character/number/special character passwords changed on a periodic basis (90 days maximum), not allowing the reuse of a password for 5 changes, and providing account lockout settings of at least 30 minutes after a maximum of 10 password failures, with these settings enforced via built-in Microsoft Windows methods including enabling of the standard windows password filter.

1. Eliminating user accounts that have ceased service with the City within 30 days of termination of employment.

2. Maintaining current anti-virus protection on all workstations and servers used in conjunction with OHCS services.

3. Adhering to software licensing provisions for all software used in conjunction with OHCS services.

4. Keeping all City servers and workstations up to date with released vendor security patches and bug fixes.

5. Maintaining a network and computer acceptable use policy for City staff members.

6. Adhering to any additional information technology security policies established for this region and communicated by OHCS to the City.

7. Allowing OHCS to audit compliance of these responsibilities.

9.   City WILL NOT establish a network connection that allows unauthorized access to OHCS.
B. SERVICES OFFERED UNDER THIS AGREEMENT 

1. OHCS Services to City: Services offered under this agreement are defined in Exhibit A

2. Usage Records: OHCS shall provide and maintain all necessary and proper records relating to use of OHCS services by all users.
3. Backup Files: OHCS will maintain backup computer files for OHCS services.  It is the responsibility of City to maintain backups of City’s data files. 

4. Equipment: All computers, cabling, modems, circuits, and any other equipment necessary for connection to the OHCS network, unless otherwise specified in Exhibit A or Exhibit B, are the sole responsibility of City.  City has the responsibility to acquire and install software and equipment compatible with OHCS services. 

5. Addition or Deletion of Services: Upon mutual agreement of OHCS and City, services may be added or deleted from this agreement by giving 30 days written notice. 

6. Availability of Services: OHCS makes no guarantees that the services will satisfy the intended uses that City has for them. 

7. Amendment of Agreement: All amendments to this agreement shall be executed in writing by an authorized representative of each party. 
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