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Surveillance Technology Awareness:
Key Takeaways



Low-income community members are less familiar
with the City’s current surveillance technologies

Q: How aware are you about the government’s
eil/lapce technologies?

40%

Approximately 3 out of every Non-Expert Expert

4 low-income respondents
reported not being well aware
of the government’s use of
surveillance technologies,
compared to 61% of high-
income community members.

39%
Non-Expert Expert

73% 28%
Non-Expert Expert



Evaluating respondents’ support for
information to be included in the citywide

surveillance technologies inventory:
CVAELGEWENE



NOTE ABOUT THE DATA:

The following 9 information types received responses but were not included in the following
summary due to a terminal downloading issue within Survey123.

1. Uses and applications.
a. Benefits of this technology
b. Project website
c. Risks and impacts of this technology

1. Data.
a. Type of data collected

1. Processing.
a. Ways of data transformation
b. Israw data publicly accessible?

1.  Oversight.
a. Type of public participation
b. Type of supervision
c. Third party and neutral audits



Information types within ‘Uses and Applications’

All

Justification of why this
technology is necessary

I

3%

Laws connected to this
technology

Technical documentation of
this technology

Terms of use and privacy
statements

Processes that use this
technology.

m Agree '« Disagree

Expert Status (% of respondents who agreed)

0,
—

technology is necessary

Laws connected to this
technology

Technical documentation of
this technology

Terms of use and privacy
statements

Processes that use this
technology.

B Expert ' Non-Expert

% of respondents who agreed to the above questions



Information types within ‘Uses and Applications’

Race/Ethnicity (% of respondents who agreed)

0,
scstion oy i< | 00%

technology is necessary 93%
Laws connected to this [ 89%
technology 79%
(-]
Technical documentation of _52%
this technology 50%
o,
Terms of use and privacy _90 %
statements 93%
processes that use this | 93%
technology. 82%

B White = BIPOC

% of respondents who agreed to the above questions

Income (% of respondents who agreed)

0,
—

technology is necessary 95%,
Laws connected o ths | 100%
technology 80%
o
Technical documentation of _58%
this technology 53%
Terms of use and privacy _100%
statements 92%
Processes that use this _83%
technology. 95%%

B Low Income © High Income

% of respondents who agreed to the above questions



Information types within ‘Data’

All

97%
Who has access to data P

Sensitive information 90%
collected | 5%

Where is data stored? (city, 91%
vendor, third-parties) | 3%

Is this data used for resale or 97%
by other third parties? | 2%

Can the data be downloaded 93%
by the public? | 5%

Is this data available for other 88%
purposes? | 5%
. . 85%
Retention time 7%

. 92%
How is data protected? P

®m Agree I Disagree

Expert Status (% of respondents who agreed)

96%
T — — s

Sensitive information 87%
collected 91%

Where is data stored? (city, [INEEG_—_— =7

vendor, third-parties) 94%
Is this data used for resale or | NEREGEG_G_—_E_EEEEEE— 96%
by other third parties? 97%

Can the data be downloaded 91%
by the public? 94%

Is this data available for other 91%
purposes? 86%

Retention ti R
etention time el

96%
H ?
How is data protected? —”%

Hm Expert © Non-Expert

% of respondents who agreed to the above questions



Information types within ‘Data’

Race/Ethnicity (% of respondents who agreed)

97%
Who has access to data _96%

Sensitive information 94%
collected 85%

Where is data stored? (city, 94%
vendor, third-parties) 89%
Is this data used for resale or 97%
by other third parties? 96%
Can the data be downloaded 97%
by the public? 89%
Is this data available for other 93%
purposes? 81%

94%

Retention time 74%

97%

i ?
How is data protected? 259

® White = BIPOC

% of respondents who agreed to the above questions

Who h to dat 100%
o has access to data S0D%
Sensitive information 100%
collected 94%
Where is data stored? (city, 100%
vendor, third-parties) 97%
Is this data used for resale or 100%
by other third parties? 100%
Can the data be downloaded 92%
by the public? 100%
Is this data available for other 100%
purposes? 97%
Retention ti 83%
etention time 7%
. 92%
?
o s data protected: — .

B Low Income © High Income

% of respondents who agreed to the above questions



Information within ‘Processing’

All

Is data processed in the... Pm’
. . . . 93%
De-identification or priva.. P
Cybersecurity measures Pﬂm
. %
Data aggregated with oth... P“
Processing alternatives... Pm%
A . 72%
Any Artificial Intelligence... P
Vendor tools Pﬁ%
928%
Is open source code... P
Processing impact... Pﬂ%

®m Agree I Disagree

Expert Status (% of respondents who agreed)

86%

Is data processed in the... 71%

. . . . 95%
De-identification or priva... ﬁm

C b t 95%
ybDersecurity measures 829,

. %
Data aggregated with oth... % %
Processing alternatives... 2% ™
P . %
Any Artificial Intelligence... —fﬂ oo
86%
Vendor tools 8%
d 86%
Is open source code... 2%
100%

Processing impact... 62%

B Expert © Non-Expert

% of respondents who agreed to the above questions



Information within ‘Processing’

Race/Ethnicity (% of respondents who agreed)

Is data processed in the... _::
De-identification or priva... —9"9‘;&%
Cybersecurity measures —8:%

Data aggregated with oth... HM%
Processing alternatives... _5::%
Any Artificial Intelligence... H“’*

72%

Vendor tools 529

| d 66%
S Open source code... 7%
P . . t 83%
rocessing impact... 69%

® White = BIPOC

% of respondents who agreed to the above questions

Income (% of respondents who agreed)

. 73%
Is data processed in the... —n%

. . . . 82%
De-identification or priva.. — N

Cybersecurity measures _52%89%
. 0%
Data aggregated with oth... -y
Processing alternatives... o5
Any Artificial Intelligence... L
Vendor tools 3%
Is open source code... 0%

Processing impact... "

B Low Income " High Income

% of respondents who agreed to the above questions



Information within ‘Oversight’

A

Applicable laws and
regulations

Hardware or software
certifications

[=]
| aE

8%

Type of monitoring

Performance measures of
the technology

Operation costs

Procurement information

Type of human
interventions

®m Agree " Disagree

63%

& & N
8 2 8 =

87%

7%

85%

95%

Expert Status (% of respondents who agreed)

Applicable laws and
regulations

I 5%

97%

Hardware or software
certifications

I 76 %

55%

Type of monitoring

R 5%

83%

Performance measures of
the technology

5%

65%

Operation costs

I 5%

M%

Procurement information

2%

65%

Type of human
interventions

P s

77%

E Expert © Non-Expert

% of respondents who agreed to the above questions



Information within ‘Oversight’

Race/Ethnicity (% of respondents who agreed)

Applicable laws and
regulations

I 5%

96%

Hardware or software
certifications

I 1%

54%

Type of monitoring

R 53 %

79%

Performance measures of
the technology

R 77

67%

Operation costs

I s %

70%

Procurement information

I 2%

Nn%

Type of human
interventions

R %

83%

® White = BIPOC

% of respondents who agreed to the above questions

Income (% of respondents who agreed)

Applicable laws and
regulations

R 0%

Hardware or software
certifications

Type of monitoring

Performance measures of
the technology

Operation costs

Procurement information

Type of human
interventions

97%
0%
63%
I 0%
94%
R 0%
67%
R 0%
74%
I 0%
69%
I 0%
82%

® Low Income " High Income

% of respondents who agreed to the above questions



Information within ‘Oversight’ (Cont.)

All

Type of objection procedure

2%

Type of maintenance

8%

Time of operation

8%

Certifications and approvals

85%
0%

®m Agree © Disagree

Type of objection procedure

Type of maintenance

Time of operation

Certifications and approvals

m Expert

Non-Expert

Expert Status (% of respondents who agreed)

86%

77%

76%

68%

85%

87%

90%

81%%

% of respondents who agreed to the above questions



Information within ‘Oversight’ (Cont.)

Race/Ethnicity (% of respondents who agreed)

Type of objection procedure

82%

79%

Type of maintenance

75%

67%

Time of operation

89%

83%

Certifications and approvals

89%

79%

® White = BIPOC

% of respondents who agreed to the above questions

Income (% of respondents who agreed)

Type of objection procedure

70%

82%

Type of maintenance

80%

68%

Time of operation

90%

85%

Certifications and approvals

70%

85%

B Low Income = High Income

% of respondents who agreed to the above questions
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